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PAK Y LA FH A6 77 S0 7 XM et T R BRI, AN RIRE A ML PR A FRAERS, I FL T DL v S A 7
XM EFHAL . AT ISR S BRI & AL L8 DL BRATT AT 15 A8 R R B
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Bl & B &R T R R Huh Ty, SEkE BILE
[ RR AR SRFERARG o LU Ry T P9 285l 3 R L 1 R = 4k
DEL), LI T AP OARIME T R H T DAE A
BRYCHEAN BB, XFEMEARSERRTENERIZ.
EHEEM RG] LSRN %4, FET 22 5 PR HLI —Ff
BN, REDTRFEW, (HRPUH4A T (Namecoin) X
FERESER S, MXFPEARNEYIR “BRMBMH” KERT
He sk

PLRY 2 — AN ERAEEH NS AR E, DT
[T G WPIRS ML i BR80T A R & Rt —
MNEEBE MmN RG, XNRGERM T —FAEN R
WEAEH T FHELE (a trustful object messaging compute
framework) , JF 35 AT LA —FP a0 BT R A B e Ak
FEAT

L1 WEhR R, XA HAIRZ BiR, bR = E
N T AR BB LA R TR AZ AR T7 K L 18 I 5E By o 3K T
AMEAETTREAR DB A2 B8 . XTI A, B R AR
A SIS AMER. A AE. ATE, BEEEE
RGHINEM . TRBAVEMN —AF 5 BIEWE S £
— RSB RS, W UT LA ST, FATATL
AR —Fh LB 3

REPHR RGNS 5, AR S R b IEA
LR EYE . 23 SRR HCHIE F AR ERR B, (EICRL I AR
AR DARIR SR AL TR IE . B IRE S LR BMIN, &=
FEAE BRI, RN ABLETER. IHA BRI AR R 3
B, PTLLEBIYE, B Uil 52 5 H S AU s 4E R
B A B RS RS H HA G RGeS, EET AR
HH RGP MR TEIE T8 R T

SRR, BAERRME ARG, R Rk
TRAE: TR S HMAME. RGEIERALFHTLH, MbAIHES
RETE 5 AR AT RERI S8 R LA™ AR S5 R A

1.2. B A T.AE. Buterin [2013a] 7 2013 4F 11 H N%—
AR T XM R G % OHLH . BRIE CAIER 2 T
A T, EHEORERE TN, Wit X2—NH
A B R 56 & 115 S A SE BB TG BRI P 32 5 BN A
BB X P .

Dwork and Naor [1992] 25— R4 H T 48 F v+ 545 1)
FEILEUEH (“proof-of-work”, BRI TAERIUEH) KAEATEL
IR _EAL AN B S 1 — M P B . X ETEH M ERE S,
RAE SRt b A R SRR AL, FEARN AT A B5
M AHXER KIS IE T — PR ER K ML 5HE 5 A
KA A BV TE T B, XM OE E 5O VE RO B AN KT

SR TT LA BT 5« Back [2002] J& k¥t 17—
FEHI RS .

Vishnumurthy et al. [2003] &4 FH TAE S IEHE 53
KA TG T IRIEE M %24 ERXAREF, Rk
TERE| 8 (peer-to-peer) SCHAZ 5 PR X IFAfLR “TH 2387
ATRAT ARSS “PRBERT” AT /NESIAT . 8 7R TAEE IR
BB FA, — R A A T X
RN T By 1k 7 il e Bk, AR PR Rk g
GEEN N T BURS AT HFJE (2008 4, g
I Nakamoto [2008] 5I N T 73 —F 82 () TAR & IEBH %
M EAT . EANTE KBRS R T, B 7B —
ABET I N AT A kA 25 R AL 5 TR AR

T R M AL, 34+ M (alt-coins) FFURME. it
B ELRF M, AR T2 HA M E e iR M. Hi
FAA R KEET (Litecoin) FZEM (Primecoin), 5 I
Sprankel [2013] o — %8350 H fi A bLAs T 0% Lo AL 1 F: B8
Buis DL FTE B Ak, filansk 4 (Namecoin) FJ1F
R —AE O B ET RSE, S0, Aron [2012] .

HeEE MM e EMENBTE, WKH8E KK
REMEM B RWEJRAAEILRNLE . JTHIETR (Mas-
tercoin) Wi H & LE MM 2 b, it — R 71T 0
PR B B A, MR- DNE ST S RTIRE
W, 20, Willett [2013] « BT (Coloured Coins, %I
Rosenfeld et al. [2012] , ¥ H T AL (H 58 & 4k 1) B0 38,
DLSE I s T B T i T A, R v A e
(chroma-wallet) SRAIHFNEREAR T o

How—2 TR sE £ 0 kit T. 5im (Rip-
ple), £ Boutellier and Heinzen [2014] , XK EA]E—
NIRRT IREFE RS (“federated” system) Fl—/NHrHI
SREHE RS, BANRARIR T E ORI T UK
131 RE ERPEF

Szabo [1997] F1 Miller [1997] #HT T & it &%) (smart
contract) MFHITAE. KATE LA 90 44X, AAMTEH
WARB P EE R PAT AT USCA AR EER EE ). B
IR E XA RS, (HAT LUK B R SR R e &
ZRXF RGN BT S, DUKIFBO AT DAL A A
I (cypto-law) R — Pl S

AP FHERARETIR, ESEWE A,

2. XBREETE

UKD B AR BT AEAR — AT 5 BPREL: EiR
T AEHIX R (Genesis) RZE, RJEHEE S5 AR
BBELUR—HIIRLRES, ZBNRERER UK
BIBUBL “FRA”, REPTREEEE: KPREL LB,
AL DU A AR SR S L, ReE AT
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LA 22 AT A5 2 o 052 50 U A T 3B P IRZS I 2%
Mrdts “HR ABH HE—R NI AT i A
MEPRE A Flan: TR e 7T RE 2 /0 K P A
W, AHRRA e B ERSEREEE .. — N RER
SHAHR B G AT . W LAE IR A -

(1) O¢41 ET(O’t,T)

T RUAKRYIRSH R EURYH, T Mo tkeH
FUEM LB R G, T W AHUTAER TR, 11 o AT LU
1728 5 PR RCIRES -

Xl g 5 E B X P A3 ol 2% 55 22 0s A
(hash) CASIH 07 SNEE R EE k. X B BLIRUK K /9 77 U4
UK, A XIR B 158 5 Bs AT — > X B 51,
I b= AR LS RIRIRAT (REZGRE RS A IR X B
H—BNXHHARKT ). RAEW T R EFZH (mine).
U DLUIR A5 e bt B T a0 28, S aa 48 € 1K 7 1Y
B CRDZHRE K 20 BCAZ0 2205, BT .

U fAsdA s — W (LER) RE5He®
FEMXRFES RIS (—ADMXHD WEKR. &
T 5 2 22 R W R SR . XML B R AR £ R
(proof-of-work), £7E 11.5 F#AIHTE,

BATAT LAIE SR g«
(2) oir1 = I(o:, B)
(3) B = (.,(To,Th,..)
(4) I(o,B) = B, Y(Y(o,T0),T1)...)

Hob O RXBGERIRS AR L CXA B — A
SEMIIKFT; B Fom— X, B — RIS HM— L H Al
AR Th 2 X AR e e 5

Rl X PR T A, I AR AN DR 5 i
fifl, EREASNIEPA R T IR E PO 5 RGN
fiho

2.1. BN, AT IS RTE, TR A
B E % N7 IRREA R, PURY# T —F N E R
HH——LLKT (Ether), M 2ATFTMM ETH, A
FHIEEFR D Rx. UKMH/MIRAZ Wei (), AT
B MEARLL Wei FIEEHERILTE. —MLKTZET 1018
Weio PAARTIER LA HAL:

(=% Q==X ')

10° Wei (ff)

10*2  Szabo (FEfED)

10'®  Finney (3%/8)

10'®  Ether (LK)

FESAPIRIL AT fTE LUK TR 0E SR 57 B
b, HWtem. REERE LA, MR Wei ABAK T
H.

2.2, WTIEFEDI 7 BORIR R — DM EP O RSE, A
NG B2 A Z AT AR — A X R 5 BT A DX, X fR

,,,,,,,,,,,,, BRI HHIXED R
—HUN X E, A AR R ARSI R
PIMARTT s BT MU BE AR O EEXEEE) ANE], BAamie
KA X o

K RmWEE N ENNE R, RETSE2ARE
A LT UG A XA SRR 5, HE T R
HAAE MBI X B S BRI A 55, b L & )R AS [F) =
BEAMBERL G o MAHEAME—VIRNE LR, HNESR
WA RGEH

PAMEH T —AN 5 H GHOST WS iR ARk s LR,
% I, Sompolinsky and Zohar [2013]. FRATSTEL 10 FH
TEAN UL .
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Ao AN RE B DX B B2 B BT B B i AT
BTN, AR ER I S X PR AR, WT RERR
T IR ORI 3 SRR A o

3. 4%

BAEH 7T REMHEE A kX R AP A5, Hdh—
L T AR S U A

AR = SN TIERSE, HEENS ST
o R FURE (world-state) 5 ] p RRPLERE
(machine-state) .

VEFITE P A A A i g, 3 RS A5 g~ B,
. 2, & UORYT RS F bR 4

X F KB R BOR UL, 18EH— AN KERFERERR,
. C RSk AERS. A, "RESER T ARER—
LeRp AR, BIA0: Csstore AT sstors HRIERIZEH]

PR, X — LSl e SR A E I RR L, FRATRE S FHFTER
PSCFZAR, BlnfER KEC (—MIBH4iff) Keccak) RFE
7N Keccak-256 M 75 B4l (1% H Bertoni et al. [2017] #2
HH, 75 SHA-3 E5 P REMIRFI L, WA ZERH AR
4. exH KECS512 KRR Keccack-512 My B4

JTCHIBEHEMH— MRS FEERFR, HlH T #r—4
PLRIGAS 5o W] DL T bRk 3R o H i il — AN 57
HRER sy, I Ty KRERZZH nonce. T MFRE
HFRREATIZEE; Bl KRS AiaRoan T fArsprxd
. AT R 43 BT AA B ) TG 4

FRE— RN — R RIS S, Bl 6 FoRFER E—ANA
E AR T TR I H R

KR 58 % AN S FRER R, i o o
T R R o B . W TR A E M, AR
R NEE SR

BATA NI B R HETHES N. frAINTF
HBTHES B, Mz B AT IERME L. aTLLH T ks
FREPEMF ARSI ERE, Bk, KEXR 32 71
FFBMEH Bap R, A HL 2290 NMOIEBEE ] Nose %
o VEUHE LB 4.3,

R SRR — A e R F A, Bl p (0]
FORBERHUR TR E— A% H . W FFRAk, A%
SFERR—EMEE, HEERRE, i p,,0..31] £RE
UBLA A I ET 32 A% H

LA RRE o A, ERR—RAMKS Ok ES”
T, Ti¥E SRR — AN ALK .

MEZEIANZER, FMAGTEL TG % E X
SR, A SRRAE AR O R ARIBEI N H,
MAATLMER O RFR B mr HE, O O &c
FoRPEE. ERRBRIEOLN, AT IR AE e, B
F] Re 2 B2 T f bR A .

MAEH S R, Blin— NSRS f, R R
AN . XS TR TOR AL AU BB . IESR
ENXZ N, 4.3,

Db, 3@ ST KBRS — R RS ¢ o
TG E PR E — A% H

(3) £(x) = x[|]x[| = 1]

4. XBR RS S

N T UKD A S Z )G, BATR TR
G~ DXBRALIRZS 155 30
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4.1 HFURE. HFIRE Cstate) RAEHUE (160 SLATFRIA
T KRS OPFICN RLP AR50, 7L BD
IS . B FURS B A H A X ek b, Ha
SEAE S it R 2 4 XA R 4R 4P A — ME EGE 1 Merkle
Patricia # = (B trie, TP D)o XA trie Fr 2 —4>
A7 2 14 ) o B R 2 4 T B B S e 3R
IRRIZA G o H B RS EAR . B — RAIRIEFAL: 58
—, EAEERIAR T SR AT A AR T AT R
W, ERIREA T DUENEAN RGUREN — DLl 5
=, BN AR BEE A, FRATTAT DU I R B AR AR
RS AR BT — AN AT PIRES (ERR Y S0 A 250
PIZAET ) o BRUONTBRATITE X B8 s A7 1 BT DAL AR TS A
WEA{E, P LAFRATTRT DURZS 5 bk 53 B4 52 1 D7 SERAS
M FURES ola] BE AT B
nonce: X MMES T H LK P ik & B G HE,
O AR AN A A5E CURANKSA
KEARIBED o olal, MRS o PRIHNE o B
nonce 1H.
balance: o[a],, FaX MK LA 2 /b Wei (B
TR, BEETD.
storageRoot: {RF 1K FIfEif A A K Merkle Pa-
tricia B IR A 256 ARG AE, XA HORAF
A2 256 {7 BEEHR{E 1 Keccak 256 i Ay [H 2
256 7 EEHE ) RLP 4mhd L. XA A e X
A ola)se
codeHash: XK ] EVM ARSI A (H—— 21X
AR —ANE SRR, X AR AT s
BHMHETFERAR, QEEATEY. RELEE
A TR X R AR e Ay, DA S SR A .
RS BT LLE A ala)e, SREERATH b KER
{153, WA kec(b) = ola).-
RUNEIE 5 A5 TR A A2 Trie MIRRMG AT, T2
AR E X R A, BT AR T —/NBE 7 (e 58 L

(6) TRIE(L7(olals)) = olals

Trie HABE(E XSS A %L LT € ONE T 560 pr £
Ly TR ICR KA e

(7) L ((k,v)) = (keEc(k), RLP(v))
Hrre
(8) keBs A

REUHMN AL, olals ARFIEZAK 1 “DEL” B,
BAES5Z FEHTFEI.

N codeHash FE&E—NT 55 Keccak-256 1
fi, WY olale = kEc(()), MARXANI LMFRR—A
AR, ARERN “dEEL” K.

R FRATAT BLE — AN FORES R Ls:

9) Ls(o) = {p(a) : ola] # &}
Hep
(10)  p(a) = (KEC(a),RLP((a'[a]n,J[a]b,a'[a]s,a'[a]c)))

B Ls A Trie B3 ADRIZM — M TR IR
PRI (REAE ). FAVEGE :

(11) Va:olal =@ V (a €Bap A v(ofa]))
Hrr, v RIS RBEIAE R A
(12)  wv(x) = xn € NassAzp € NasgAzs € BaaAze € Baa

veN

—~

LRSI, SRR ¢ TR B2 NIET ANSAT R IR Ak 3
FARIREL. i, & 297 AL Rk A8 5 KA s e T AT PR A2 4
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R =K ARG, B2 empty (1), H nonce
F1 balance ¥4 0:
(13)

EMPTY(0,a) = olalc =KEC(()) Aofa]ln =0Ac[alp =0

Bt 72 P 1 P T 16 5 20 BT REAL T empty IRZS. KRR
NENRK RS IHA LR E T LRBEATAT AR
.

B BPARE LSO empty I, BIRIRE dead
(BET):

(14) DEAD(o,a) =

4.2. 5. ZH 5, T) B—ANB—HIINS 5842 1384,
BH HLAKY RGO ERIER Qd . ARSI
e RN, BT A FHEMEEE L. XERTSEW
PR, —FhRICNE SR, 13— AR B Hr 1
T (R “E2IBIE ). XA 58 5 #R A — L IL A
FHEAE
nonce: HIZHKIEH KIS M¥E, M T, &
7No
gasPrice: NIATIXANAE G B i Bt AT 1O S0 B E
*j&ﬂ‘]’%${j gas MINHE, BL Wei NHAL, H T, R
7No
gasLimit: Fl THITEANL S K gas FE. XA
HAHER G IR E, HiE R Afemmn, H
Ty RRNo
bo: 160 BT B EICE AL, 542815
5, @ F£or Bo KIME—K R . B T #5
value: ¥R BBCEIK K Wei FIEE; XT&4
B, ML ITESAMIERYIRIER. B Ty
FoRo
v, 1, s: 5ZGELMFNETEE, HTHERLS
WK%, H Tw, T F1 Ty Fom. HEILRE Fo
BeAl, EARNERIEEE LT FE:
init: — ARSI B, kR 2K )
WA EVM RS, B T Row.

init ;&2 EVM {18 B e iR[Fl body, Xs2XAMK
PR EE B AR S PATIRES GBI — A3 5 5
HARILHI N ERHAT) . init AR L7 & L6 2 I Bl AT —
W, REMEWES.

Sikkxt, —ANEE RS

data: —/NARIRHID T HA, FkIECHE SN
FHRERNEAE, 0 Ta #R.

W% FENHER T 4530 5 W 88315 % R S. X b
W B SECP-256k1 HiZkA) ECDSA Hikscil, i
ST (BREE 3 ML TEBD Bkt iT44 . BT
WAVER AT S(T) BRIGER S T MEEE.

ola] = @V EMPTY(o, a)

(15)

FEIX B, BAMRBER TERKEN WA T M Ta DA
b, FrA AR BN NBECRIET RLP HA%H .

it =0

otherwise

(Tna TP7 Tg,'? T‘M TV7 ﬂ? TWa T1”7 TB)
(Tna TP7 Tg> ﬂ: TV7 Td7 TW> Tr7 Ts)

(16) Th € Nosg A Ty € Nasg A Tp € Nosg A
Te €Nosg A TweNs A Ty €Nasg A
Ts €Nosg AN Tq€B AN Tie€B

Hrp

) Na={P:PEeNAP <2}

o AR R P SRS —— M BE R I i, X T AT RERpEE
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Wb A T FEA AR e —A 20 TR Hihk
HfH, HESCESLAN CBET @) & RLP ZFF51,
PrUAE Bo HIEA -

B if T, 4o
(18) T, e {Bo i T#
By otherwise

4.3. XY, FECURYGH, XPUEHPLTE R — 2t
KAE R BARMES (BN block header, BFXELL) ;
HNIXIFIAZ S T A1 HE—BXHhk U (X2—8RX
P55 2l X P 45 45 28 XU R 9 IX B, XA 9 DX R AR
ommers®). XEELEEHKERINT:
parentHash: R [X 3k Keccak 256 1 "4, H
H, R
ommersHash: 377X ommers 7 Keccak
256 fMady, H Ho FiN.
beneficiary: R II$2EX N X RS 2 1 AT A 22 5
W) 160 priliciiht, B H. RoR.
stateRoot: FTH % 5 8 HAT 5¢ H X He a5 RS
B (state trie) MR¥5 A Keccak 256 7157 o
transactionsRoot: H 281 X P pr & 1 TE 22
55 T 0 % ) B 45 ¥ (transaction trie) #R 35 s
Keccak 256 f/G#7, B Hy Rom.
receiptsRoot: H 477 X B BT 28 & W iE B 41
I 45 ) (receipt trie) R A A Keccak 256
PG5 . B He s
logsBloom: Hi 47T X /1 B 28 5 B 5 A (1)
"REEE GFAHGRMER HE 8D 4k
Bloom iIj€%%, o Hy, o
difficulty: 4§07 X Bt EK-Frai&{E, ©nl URYE
A — N XCBR A FE /KA TR Bt A2, B Hyg
FoRo
number: HFTXREHLMEE, B H ®ox. Qi
XX AN EEN 0,
gasLimit: HiiHAN XA gas FFZ IR, B H &
TNe
gasUsed: il XHIFTE A5 HET gas 2 M,
H Hg &7~
timestamp: FT X HAYILEWE 1) Unix BEEL, H
Hy 3R,
extraData: 577 X HAHSCHAEE 388, H
HFE 32 FHUN, B He R,
mixHash: —4> 256 fLHIMS7E1E, HHK 5 nonce —
AR Y AT X RO S A T 2RI HE, H Hm
RN
nonce: —4 64 fiff{E, HK5 mixHash —i2FiiE
B4R X AR T R EE, B H, B
X B A AN H G B2 ommer X HSk (5 DL B0
[F) #3£ By M—RIIKI S Br. BATAT AR R —NX R
B:

(19) B = (BH,BT,Bu)

431, SEHUHE. AT B 5 B R RER . Z3IA
BB, RN 5 PIT R A i — e
= BRI SR . BAIBh Brli] %o i 35 il
18 IFARBRS BARAE 2N IAR 3 VAR (index keyed
brie) . B ST Hy (B Sk

TR R ML T H I C L 5758 5
F I e 2455 55 A S AR gas (EATRE Rus 0 St
BIREEF A Ry i F 543 B FFHAR N Bloom iy
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o Ry M5 KPS R,
(20) R = (Ru,Rb,Rl,RZ)
BREL Lr 2R 5 WHRFHON RLP 3L 7 5
FRAL P R £ -
(21) Lr(R) = (0 € Bass, Ru, Ry, R1)
H, 0 € Bose N T SERT TR ARAS H I3 5 HARASAR (the
pre-transaction state root ).
BAMZRRENY R, 22— DK
(22) R, €N

BATER BN gas AR R, £ DIEBH, HHE
1 Bloom Ry, &&—> 2048 fii (256 F15) HIRAIEH:

(23) R, €N A Ry, € Bass

R Z—RIIMHZED (O, O01,...)e —MHEI O 2—
MEFE T HESAEENLE O — &% 32 FHMHEE
B Oy FN—LeZH5 4538 O FTZH AL JCA :
(24) O = (Oa, (049, Ot1, -..),0q)

(25) O, €Byy A VtEOt t€Bsxs A Oq €B

A1 L Bloom IJER KL M ¥ —AH ETURE #8—
A~ 256 FTIE A

(26) M(O) = f\/fte{o.d}uot (M3:2048(t))

HH M3.o0as 2 —NFFHIM Bloom i yEs%, Bl X
2048 froP ) 3 BIECRE S —BEHLIO S P51 A
AR ARSI RT3 X474 Keccak-256
FAAEMRAT 11 A7 LI 2.

(27)M3;2048(X X € B) = y:yc Bosg  where:
(28) y (0,0,...,0) except:

(29) Vic{0,2,4} Bx,i)(y) =1

(30) m(x,i) = KEC(x)[i, i+ 1] mod 2048

Hop B RBHIFIRE, Bi(x) ST F 5l x Hro%s|
J CRIMEM 0 FFR) B

4.3.2. MOAAEE. 2 EACY AN eI 2 LR LA
P, BATAANE AT T 5 ommer
525 X e A AL R, ELIETRURE o (ALK B
HIBLORADORITR) RIFF 3T ST 0% 385 Br
CRARTE 11 FH AR 5 ik 5 IFRRTE H, 1 —
AR

(31) H, = TRIE(Ls(Il(o,B))) A
H, = KEC(RLP(L}(Bu))) A
Hy = TRIE({Vi< ||Br|,i€N:
p(i, Lr(Br[i])}) A
H. = TRIE({Vi < ||Br]|,i€N:
p(i, Lr(Brli]))}) A
Hb réBR Iy

s3]

et

Hrb p(k,v) BUREREK RLP A2, fEXH, k RS E

XEHRT], v R~ S BHE:

(32) p(k,v) = (RLP(k),RLP(v))
B

(33) TRIE(Ls(o)) = P(Bu)u,

XFE, TRIE(Ls(o)) RLVRE o FLL RLP 4ufid (1 {E 1
B X EE I Merkle Patricia MR 50475, P(Br) it
XX B.

2ommer BRI R P SRR W RAIR” AR, 20 https://nonbinary.miraheze.org/wiki/Gender_neutral_language#Aunt.2FUncle
311 iy 2 HEHIHUE = 22048, FUCALI 11 AL BUE st R AR R SO AT RE 2048 (IS HEE R, IR “HUSN — A F T A HT 3 %5151 Keccak-256

WEAEIRAL 11 Sr8uR” .
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OB T A SV ST 2 M, PR3 A S R

Br, VARIEIIZE 5 RS B AT X I, &7F 11.4
LA .

433 rﬁm uiitLBﬂLH

JmEﬁ%%DEi}%%B’ﬁﬁ%

E?ﬁ%ﬁ]‘ ?ﬂdl]g;k *ﬁﬁﬁ%i%uﬂ;ﬁfﬂu?

(34) LH(H) = ( Hp7H07HCaHr7Ht7HeyHbaHd7
HinlaHg7H57HX7Hm7HH)
(35) LB(B) = (LH(BH) L;(BT) L;I(BU))
o Ly f Ly @A T TR 75, DRk
(36) f"((xo,1,...)) = (f(zo), f(x1),...) XPrAEREL f
HAHRREREEE LT
(37) Hp S B32 AN H, € B32 AN H:. € BQO AN
Hy€Bs2 A Hy€Bs2 AN He€Bsx A
H};;EB256 AN HgeN A HIEN A
HieN AN HzeN A Hs €Nasg A
HXGB AN Hpy €Bsz A .HHGBS
Hr
(38) BHZ{B:BEB/\HBH:TL}

AT T — DX REHHIE VY] . RLP %L
RLP (LK B) $R 4% T BB 7 IR KA A G5 H ey —
AT LA 3eE 9 26 4 4 BRAE A HO A7 1 74 2 91«

4.3.4. XESLIGIE. AL P(Br) E XA B XL

(39) P(H) = B’ : KEC(RLP(BY)) = Hy
HEXHSETERIX S 1:
(40) HiEP(H)Hi+].
AV — NSk H RORURALRE 2 XN D(H):
(41)
Dy if H=0
D(H) = .
{max(Do, PH)ug+x x g+ 6) otherwise
Hrr.
(42) Do = 131072
_ P(H)Hd
(43) v= { 2048 J
44) @=m (y {H e J ,fgg)
_ if|P(H)ul| =0
]2 0therw1se
(45) 2LH’ 100000 | — J
(46) H = max(H — 3000000, 0)

HER, Do /e XU MEREE . AR N A4 A,
Homestead #FEESH o ?Eiﬂﬂﬂ%%”r]tﬂﬂ%ﬂﬂﬂ 1 5h 7 F
#7, & C4Mid B Buterin [2015]) #2H ) EIP-2 LI T . 7F
Homestead A, MEEEFFS ¢ 2xBoR bR Il XE S AH 22
K (i 10 AANXED, AN X P a2 5], #4y
R EEUER (proof-of-stake) WG T I8 & 7. XA
RO FTB R “HMEREYETR” (“difficulty bomb”) B{ “¥K
TTETH” (“ice age”) 7EH Schoedon and Buterin [2017]
) EIP-649 HHHAT 7R, FEHIRHEIRRIGIE EIP-2
MSEM . ¢ WE EIP-100 A H « (R EE A X A5
IEZH0 FopEE 9 #EAT T8, HREF|H Buterin [2016]
FEH R A E X B (uncle blocks) TE P K-35 H i) 7]
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R . B2k, fEFFGRERAT, fihE EIP-649, 3]
i —AMXERS HY RIER KT kil . X
FISERRIX B S 300 T3 RIRAGHT. Hea)ilivl, b
e RNIX I a] (IS Ta] (B, R AL ik B AT 4 U 22 1D I
[ JERT LR E8 B “REs 7.

XHk H [ gas W& H T2 LTI

(47) Hi < P(H)m + | St |
Hy > P(H)u, — LP%LHIJ A
Hy > 5000
Hy £XH H PREE (UL Unix 1 time() 32
), B R T EIFKL
IRAHLHI AL 7 X B (8] i sh 45 -F 45 an Sl i A

X LRI R, o SRR AA R, BRI
i, KRS ERK T XA B ] A5, AR i i
P XAl RE e, M B2 A AN T — /N DX B ) T H i (]
R U

X M) nonce Hy i & FFIKA:

2256

4 < —
(49) n 7 A

m= Hn
with (n,m) = PoW(Hg, Hn, d).

Hr, Hy A4S nonce Ml mixHash FHT X Hefr) X
Hed H; d R0 DAC (RIGHEHRE, &HKiHHE
mixHash ff—Fh REEIEE S T TAEEIEH REL PoW (S
L1150 XEURTF—ANEEMNE, BANE AR
%lﬁ*ﬁﬁﬁﬁ? MNIEWH DAG HIVR S A (mix-hash) ;
BAME A uR SN, HE%KET 7 & do 4
SE—MNEEEAE [0,25) MIXIZ1 040, SR R FIXERE Hy
& S EL AR R

Xl X P e e SRR, o AR SRR L
Al XYckES CES7 HRHEEAEEER. KA
TXANFEATL A 005 /e 1K B 26, HLI N2 AR X AN X B
HIN RIS 5, B BT v 1 X B2 PR HORERT 1),
B B A WS LA A

EFE, A1 SOXA XYL EIERE V(H) M-

256

A H, A
Hy T

Hqy=D(H) A
H, <H A

(50) V(H) = n<

1024

P(H)Hl A
1024

Hy < P(H)u, + {P(H)H‘J

Hy > P(H)u, — {

Hy > 5000 A

Hy> P(H)u, A
Hi=PH)u,+1 A
|| || < 32

HH (n,m) = PoW(Hyu, Hn,d)
HAh, extraData 1% 32 F7
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5. Gas KHIAS

RT3 G IR 24 3 P % [ i - ] 2R e M T e SR g —
ANTT kG I, 7R DR AT AR P AT AR S A
FREIER AL, gas GEWMESE G F 5ARR AR5
U NRALHE . (ERNET B (BFEEZ00. JH
B 2BCEIR LUK storage 75 REFML_EHAT
BAESE) #af — LR gas THFE.

H— ML 5WELREE ) gas LR: gasLimit. X%
gas 2 M RIEH FIK 1 balance HHHIER . X PP L2 i@ T
[FIFEFERE % P8 B 1 gasPrice SRIEMAT . G IXANIK F 1)
balance FREZRFIXFEMIIAT, LG SWMNTHL S . 2
Bl oy 48 gasLimit, ZEAEIRH gas A 5 5%
BUEHRIE (5WSEET RIFEM ) BIRIEEIKF . Gas A2
TEAZ B PAT ZAMFAE, R FAMEAERIK 7, NiZRE —
AT gas EFR.

BERYL, IR (Ether) &HRIANY gas [, RiRik
HIFR T Bt 2R A2 B beneficiary FIMAE CBP— BB LR
il — ANk P R . 385 F T LABE R T € gasPrice, A1
B TAR T DME R 2 AT 5. — N gas MR I03E 5
BT RIEHEE LM LLRT, WAy THELZHLUR
M, BXANE G B SHE 2  TEFEF At X . @
TR, B LS A S IPATE & S gas i#E, &
Sy B AT AT DA ISR SRl — N AR i (R, & —
A IR BARRI AT 8252 gas &0, 285 F A1) 75 2
TEFEAR gas MASAIEAZ 5 B d BR Mg T 4T B m) dh A TR AT

6. ZHHAT
ZGPAT R LR G i B2 8 7 e X TR
oA o BAMBUE AT A 5 AE AT I 1l #0822 S il i 47
SH AR A R B
(1) &5 & RLP %38, BH 2 REEHR T

ot

[

(5) KIEHK I balance MZA DT SLPRFEH vo, H
RIS AT .
IXEE, AT CLE OIRESHEERE R X, Hd T RRAE S,
o %%%Ij&

(51) o' = T(o,T)

B o %5 PR A . AT S T8 K52 ST i
THHE gas HCits X' RSB e BB A H ST DA
B 0% AE S PR AR . XA SCIERE L

6.1. TRE. Lo KPATLRE b B L — L8455 115
B BAKNZ S TIRES, M A RER, B

(52) A= (As, A1, A, Ar)

TCHNBCTEABRES As: —HPIZTER 5 56 B B
BRI . A B—RIIHE: ZXR—EFIE VM R
PATHIIRE R TR S AR, Fevr DORYT A4
RS (B2 HhCo A L P BT RT3 ) SR fi] B BRER 5 240 1
Mo Ay R 5 il (K 8G, Horpya ik ar bl
Lo @R MR . RG22 A, MR MIZRERRH; =4

DRI . BIRAZALHRIE R R, (AT LS4
BAEPATH

e LB FRE A%, BRAER. RAEHE, BH
Fefubid 1K 1 HIRIEREN 0:

(53) A% = (2,0),2,0)
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6.2. FAT. BATE LA K gas HFE go, ERTELELS)
PATRISCATH gas $:

‘G xXda’ azero‘
(54)  go= > {“1 wasere

Gixcreate if Ty =@
55 + QT
(55) {0 otherwise
(56) ~+ Gtransaction

Horh, T, Ta 55 M B SCIBEEE IO 575 7 51 A EVM
WG AR B =4 51, BRI T2 5 2 & A0 it 2
?ﬁ:%\iﬁ’jﬁﬁo ﬁl]%ﬁﬁ?&%%%?’ﬂﬁ']@, )r\'UAinjJH Gtxcreate,
BMALN. G H5ERe X3 L% G,

TS AR vo TR

(57) vo =TTy + Ty
A1 S B S A A A R
(58) S(T) # @ A
oS # & A

T. = oS A
go < Tg A

vo < o[SM A

Ty < B —4(Br)u

WRBJEHAME: Z5H gas LR T, Fh 4(Br)u FT4
ERIEAN XA LM gas EZ M, AFLLEE
METX A gasLimit B o

RBENRIANS P T T o BEATSEPRUHE R gas g #E

XA Ty — go. BRESACEECRE M, HEHS>

FAMRERES CATRESE T HHTHPRE), RS2 E

M HMRASTR: RHRE, HLIHFAFETLRIIL S -
HATE XA ERRE o0

(59) o0 = o except:
(60) oolS(M)s = o[S(D)] — TTy
(61) oo[S(M)n = o[S(TM)n+1

Moo B op FITHEIRIBTZHKIEM. NEEREH
BUEIE AT B, FATHT UE G e, BEHdT
JERIIEIRTES op, BFIRE gas ¢, TIRE A FURESMRIG 2:
(62)

A4(O’0, S(T), To, g,

/ TP7TV7Ti707T) if Tt =g
(0P7g ,A7Z) =
@4(007S(T),T07H7Tt7
9, Tp, Tv, Ty, Ta,0,T) otherwise

Hp g R A LFATET T ERIEAR gas FEZ G
FIR gas HE:

(63) 9=Ts =90

To REHWREREN, ZH—HEERHHSELEIEAZ
HIZE G fifid e, T2k H T EVM ARSI AT Frfilk iy, X
MG KBNS SREEAR (AEZIMELT, T, =5
S(T) AR, KATHED.

EE, BAVMER 04 M Ay KRR R EBUHT R s b i)
B 4 DEREHME, XRARIOVHB R L (—hF
TR, HRENRALERAAEL RN LT .

FETH S A LB B 2 J5, R R b B
TP RIS R A AN SE R T .

(64) A;‘ = Ar al Z Rselfdestruct
1€EAg
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SRJE, T ARIFEIARI gas o' IN_EJETIRIE AT
RAZ I S5 FL AR e IR I 28 R IE [ gas B g™ T .

(65) g*Eg'erin{{TgQ_glJ?A;}

SILTTRIEMEE, REENFEIR gas ¢ L A 5&
HFER Ty — ¢ B—PREAT & NG 4 R isU M IEAS
fHo BT g* MR ZHPATEHLFR gas.

LGACTRI gas Frdt M DUK Fi2 SEAHE0 1L, BATm
otk AT X B #) beneficiary FTfg g . BT LAFRATIE
TIGERTE op KE XTERLRTS o

(66) o = op except

(67) ' Sy = op[S(D)b+9"Tp
(68) a’lmly = oplmlp+ (Ty—g")Tp
(69) m = BHc

FEMIER T Bt IUAE B S5 2R 0 K P B e F) 2
WPz )e, BIAEBRERE o'

(70) o' = o except
(71) VicAs:o'li] = o
(72) Vi€ Ay :o'li] = @ if DEAD(o4)

e, BATE SO 5 B SLERI Y gas T8 XA
S Rlgr HE T RIXAZ 5 FPRASAED 17

(73) T¢(o,T) = Ty—g°
(74) T (o, 7) = A
(75) Yo, T) = =z

XSRSk A BIIRATE S SR, O H R ARG Ak
PPRRAS AN nonce ¥ H .

7. BRI

BIE—NK S RERZEAE S KiEE (9. FHIER
N (o) WTHIK gas (g)+ gas M4 (p). endowment (v,
BIRIaEHEHO AR KENF A (B EVM PG )
iv WHEIRA/EA0ERKAITRIRE (o) DUEXIREIAT
BT (w)o

AT LR BOVEE A, ©RBMEH LASE, Ak
Ao —ERIMEE—NFRIGH. BHEE 6 A HNIR
e, XMHRCHAEH RS BRI gas. Lo FIRE
PLE—MERHEE (0,9, A, 0):

(76) (0-,7g,7A7 27 0) EA‘("’? 87 O7g’p7v7 i7 e7w)

PASE SCHT AR BT K P R g -
(77) a = 696“255 (KEC (RLP( (87 O'[S]n — 1) )))

Hr KEC /2 Keccak 256 P75 ER 4L, RLP /& RLP #if5iR
B, Ba.o(X) R a3 3dE X P EEH [a,b] BFIME,
olz] MRtk x FPRES, B o R A EAGAE, EE,
FAEFH A2 — N R I%EH nonce B/NEME (Jk T 1)
ABATN B BATE LA XN 2 35 X6 3% # ) nonce il
T 1, AT R RIEE R B VM #AE T aa i
) nonce.

i S (1] nonce #EMIUEE XA 1, balance NAE Z & NI
{l, storage A%, codeHash NZFFFH i) Keccak 256 fir
WA {E; RIEH M balance £ EFHEIKE . T RN
RSN o*:

(78) o =0 except:
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(79)  o"la] = (1,v+v',TRIE
g ifolsjl=a AN v=0

(80)  o7[s] { "

a® otherwise

(81) a* = (o[s|,o[s]b — v,0][s]s, o[s]c)

Horh o RIKFESS 5 < HIVA BIRE 0T e e it
DA ERITHL:

(82) v = {O

olalb

if ofal =9

otherwise

RZ, KPRMREHATHEY (ZRE 9 &) dEd Tk
PTG EVM AU i SRR o ARRE A BRAT 7T L 2R
—EE N EHATIRES LN FE, B SR storage,
EE LRI, ULEEATEZ M R . AT R
H = AR A, BESIRIRE o, AR
gas ", BREITIRE A BLEIKHIAAD o.

(84) I = a
(85) I, = o
(86) L = p
(87) I o= ()
(88) I = s
(89) L = v
(90) L, = i
(91) I. = e
(92) I, = w

HF XA BE TR A ESE, 1o NEoTd. Ty N
AR AL, X e TR e .

RIBHAT S FE gas, H gas AEEAET 0, BbPAT Al
e TEHMEILZ AT R EXA (LA BN FEh
W, BATRZ NRAET gas A2 (out-of-gas, OOG) FH:
HHRIGHREEHTES o Bn, BMIEREEASSE
MRS, AR WITF 4 S A i FAE

WX AW WA B S PAT 58, AT R B & 28
BFHM ST AT XAMMUELREFRH ¢ SRIEE RIS
AR RN IE L«

(93) c= GcOdedaposit X ‘0|

WA R TR gas RIATIXASBRA, a2 i i
R g™ <e BMETHE gas TR

KX FE G, R4 gas BN 0. W, R
G LENEERAE NI oy R AL, WA EMASH
W 24 ) 2 1) [ 9 FH RS2 AT, e B B 23T 2R, 24
gas NERF, 225 B KSR R B BUE & 2
k.

WA E HIUX AR FH, IARIRN gas LIRS H
JRARIIAE 5 KA, SRS B S R K ARAE o« X, FRAT
A LR E 45 RS | gass FIRESAURERE A (0,9, A, 2):
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(94)
.o if F
g = {g** — ¢ otherwise
(95)
o if F
o™ except:
o' = o'la] = if DEAD(o™*,a)
o™ except:
o'[a]c = KEC(0) otherwise
(96)
_fo if o =oVg*<c
- {1 otherwise
where
(97)
F=((0"=@ A o=2)V g <c V |o| > 24576)

X o WA, BV AT S R 7
5| o FTHE, EELABRIEIK 7 R &R,

HE, XeRRERXAENG R EAwWEYHRBR
(endowment) EINENEEZ); BAASOETMEZ HA
ST K

7.1, Mz AL R, ERIRARES ST ISR, — el
b2 B, (HIE B N BRI ARSIt AE X B T
W, AT SRR 2 5] RIS AT . 2R IX A HIEE I B
17459 T —4 SELFDESTRUCT #£4, I AXAMIK 1
5 e AT, X AhE LRSS O . ST
MNEHER STOP 184480, s iR [l AR L2, X
it 2 B — MBI P, T LK P AR R A B A BOR K G
M AR X AME K R

8. JHEWH

HMPATHE RN TEZANSH: REHE (). XHK
A (o Bl (r). PATRIBIK T (e, #H 5K
FHED . WTH gas (g) HIKEH (v). gas ¥ (p).
PRECE s AEE (—MEBRRKRER N . HE
PR /G200 R YRR E (o) PLESPRSE 7]
(w)s

Bk 7 AT CASRAS T RS RIAE B FRAE LA, B IE
H—NEIMITTE— BT o Ronifr i Fuds.
AT 32y By Hi 500 2 s 2 1), (B SR A T Dl VM AR
FOHAT BT Pe A, TR T B (3 X 5 B
(98) (o
R, XT DELEGATECALL 84, BITFHEX H# K4
v AIPAT LT SCHHEI o,

FAIE X o1 NE—NZHRE, ©R_REFEIRS IR
fith BN HH R 538 T BRI I FE K & 80UE BIRES -

(99) oirlp = olry +v
FRAE s = 7o

IR RIR (FRAMRWAR o1 [r] A& E SO, MK
A —ANRE RIS R ZS H balance 1 nonce #8240 1)
. Ft E—ANARXA LB

(100) o =0

I7g’7AaZ>O) =

6(015707T7 C7g7p7,v’®7d7 €7w)

AN oislp =alsl,b — v

except:
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(101)  o1[s] = {® if oifs]=2 A v=0

a; otherwise

(102) a) = (Ull[s]nyo'll[s}b 71}’0'/1[3]570-/1[3]C)

(103) and o} =0 except:

(104)
oilr] = (0,v, TRIE(®),KEC(())) if o[r] =@ Av#0
oifrl=o if ofrl=@Av=0
ollr] = a} otherwise

(105) ay = (o[r]n, olr]s + v, o[r]s, o[r]c)

i RIS (H Keccak WA A ofc)e MRS B
Fidnii) SRBPATHRE (S0 9 5 RPUT. BEEL
Bl —F, MEPATE NN FHE (W2 FA gas fit
ZHA R HERRE . TR BkEE B AR EGE TR S T
b, gas AEWREH TR, I RS S7AIRE 25
K2 BTRPIRES (HELR o).

(106) o = {cr if o™ =
o otherwise
0 if e =gA
(107) g = {
g** otherwise
_ 0 if o*
? {1 otherwise
(108) (o™*,9"",A,0) = =
(109) L, = r
(110) I, = o
(111) I, = p
(112) I = d
(113) L = s
(114) I, = @
(115) I. = e
(116) Iv = w
(117) t = {sr}
(118)
Horp
Zkcrec(01,9,1,t)  if r=1
Zsmnss(01,9,I,t) if r=2
Zrrpieo(01,9,1,8) if 7=3
Zw(o1,9,1,t) if r=4
(119) 2 =< Emuon(01,9,I,t) if r=5
Zev_son(01,9,1,t) if r=6
Sy me(o1,g,1,t) if r=7
Zourcv(01,9,1,8) if 7=38
2(o1,9,1,t) otherwise
(120) Let KEC(Ip) = o[c]c

FAMB B i 2= DR A7 SR AE X BdR (KEC(Iw), In), RAE
RGO T 3RS T ONTTRE.

AR RIS AT IS RE R, AT 1) EXTCODESTZE A 2K & AR F 4 B %R 5] 0. T CODESIZE W NiiZiR Il 9THa L ARES (K BE o MR 2

E SCHIARFE D
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WAL, EH S EAREASITHES = P 8 M
. IXJE 8 MTIBH ‘TimPE &4, EAMEANRVIZEN
R —E5, B Re SRR AEY . il 1 3 8 I
TEERIX 8 NEZ, 43 AR 2 A SR E B4, SHA2
256 MiIA 7% RIPEMD 160 A% 7 2. dRiRE . 1T
NG RRLIZ B AR I il 2 nyds . A I il 2 4l ey A
T3] pHh 2 FE X G N

T ERE XS LHE E.

9. PATHM

PATHERL BB T anfer fd FH — R B0 1= ARG R A R — A
WIRHIR R e 2 IR GORE . X2l — A IR B2
RENURSLIL, Wl LR BNl (Ethereum Virtual
Machine - EVMD. ER&—MHEERIRL, XA~ “HE” WIRE
KIET HAMEF BT SH gas KRB, HHERE
THUPITHEREE.

9.1. B, EVM & —MRErETRIEs, HdF
(Word) IR/ (2R P EHR T N & 256 ff. X
N THETIAT Keccak-256 A7 M5 7 MR # 2k 1. LN
17 (memory) BLALE R EEHLIEE T F 1 (word-addressed)
WE T B . AR RIREN 1024, EVM A —/ Mz i)
it (storage) B, ERUTWEMS, HIFEAZ
FHHM, mA—NETFFHE (word-addressable) )7
A (word array) . SAFRERINAEARR, (FEEHTFE
SE N HAE N RGUIRES I — 5B 1 4E 47 . BT WA FIAE i
IR A =W A 0.

EVM A 2FrERE K 2450 R RS 8 RAFAE—
ANPUSEI S AN AR IR 4R AT A B L ROM (R
REAEg Ay, BATHED H, AR RAEE— AR 0I5 7] A7
AP

EVM fAEFHE PTG, B IEHEERE B AFERTE 4
TEREAL out-of-gas EXFEHFH R, EVM HASRELR
FEIEAE, TR S RVEIRPAT, FREMBUTREE CGZ B A
PERE A B VA BT IR, B AR R ST b PRI e SR

9.2. FTHMIE. /£ =NAFEMELT SUEHATIRAH (B
gas K&, X =FHEN AR PATEAIEM e e it 3B —
P oL, AR 5 0 I DL T SRR T (VDL B %
G)o BITREBL, PAT—AMELI BT B B A L)
AR R IR gas, XWHLZ AT CREATE, CALL
CALLCODE MZRHII—5r. &5, WAAEHME M2
HFE—EM gas.

XF =P FIPAT, NS SR A MRS
(EWREELT) ML RIEL; XNNAAEHEE 32 7
TR BMEE. XA2EH (just-in-time) Z5EH); tpi
Ui, ATARDOEE S AT O3 51 AR X7 7], AR 2 SR 1
SEEONBHNI WA . BT XA, AR
2 32 M RAIR, (5 EVM B SEILA GRS B T X Fh Al
AebE G2, BEARWENTELEEE 32 7, BIKT 232,
SPEERE M NAER S, B EVM B SZILE =& N iZ S
EFATREM:; BT,

174 5% FH WA — AN A0 22 ) AT N ——URh A7 i 1 B /s
Al OX BB R WE Br A 10 s B RIS S E 5L
BB — A e R I PAT AN =B T, 1A
WeziRik; Sehr b, XMFARE GRIO Wk KA,
PR DA VR P A A o 2B A 2 P B I ) e AR 2

EVM gas JHFERI™HE 2 LS LI 5% He

9.3. PATHIL. EARGURE o MIHEPFIRE gas g M
T, A AT AU AR B A R PAT HE  EE
FR, efEgERd I+

o L, AT IEESAT HACRS I ko

o I, MlARIZIRIAT IIHIGHAE 53 (K ik 3 ik
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o I, flRIXIRBATHIVIGEEE Z I gas ik
o g, IXKPATIEINEGE 74504 R PATREE
=5, Xt 55,
o I, flRIXRPATHIK P bk B HATAIEE—
AL Gy, WRAE B R i%EE Ml
o I, TENIXIRBATHI— B AL B FT K 7 F R TK 4
B, DL Wei AHAL; WRPITRER NS, X
AR AL 5 I FE K S50
o Iy, FTEHATHINLERACID 75 H 4
o Iy, METXERMIX Bk,
o I, HENHEMASAELCIENEE (Bt L
EA AT CALL B{ CREATE M%&),
o I, BRI,
PATHR E ST s =, B DU SRR ORGS0,
RIRW) gas ¢'» BIMFIRES A MEREHE oo MWHE AT
B TRC, FATAT AR 2 A

(121) (6',9',A,0) ==(o,g,1)

XH, BAIPLZEILHRZAD BRI TRE A B A%E
& sy HESE L B rIKs ¢ FRIEEE r Pra st
g

(122) A= (s,1t,7)

9.4. PATHER. BATBUELIORE X E WET . £RZH
FATHISEILT S8, HRLZN BN RGRE o MPLEHR
A p EBATIEARE. BATE X MEHRE X, B
M1 —MEREE O CESCREN P RREAEER), 5
— AR E M ATHLE RS R B R — AR F A IERES K R

TR RE 15 2 B e i R A H

B () BrMEFIFAETH o R Es, X
TR H R AFW B, 2 H A2 o N4k s
PAT, T 242 e B I U R 245 LR AT

(123) 2(o,9,1,T) = (a’,p;,A,o)

(124) (' 1A, ...,0) = X((O’,[L,AO,I))

(125) By = 9

(126) pye = 0

(127) . = (0,0,..)

(128) p = 0

(129) ne = 0

(130) ho = 0

(131)
(@,M,AO,I,Q) if Z(o,w,1I)

X (o, A, 1)) = (2,1, A% 1,0) Tf w = REVERT
O(o,u, A, I)-0 if o#£o
X(O(a’, w, A, I)) otherwise

sk

(132) o = H(p,I)

(133) (a,b,e,d)-e = (a,b,c,d,e)

(134) i = pexcept:

(135) By = py—Clo,p,I)

ER, AT E R, BANTERTE 4 AR I IFAML
AREIAE R o/ PIRICTFARE gas pgo

X RUEA AR (XS, ERAAELITT R IE
WREPUT R AEARIEA) BE Z &N true, For
ARPRESAFE, DAEIERAT, JFHITHE RS
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Fs BEEE H BT (MREES), Rophlatik
BT IEH R HE RS .

9.4.1. MLERA. MRS p £2H—DITH (9,pc, m,i,s)
Fre X, HPafEnHE gas g R ITHEES pe € Nase,
WA m, WAATEIERZE N 0 FFERRESETHED
i, LRARIIAA s. WIERIAE p,, KA 2258 14 0
73,

AT HERE TSN, MZEHKRESEEES (Bl ADD)
(K195 @ B L AT R B 7 5 50 SE B4R 2 SR EATH
JE X2 L3 He
RNTEN Z. HF O, FRATE AHTEERAT MIRIEx LN

w

13)  w= {,fbiﬂpcl

i ppe < [l
otherwise

BATTEAB & AR R B BRFIAR N 2% B I 2 4 6 F
a, BT UAE R EAIES T T R; FEHIBS TR C
AT HIA EfR A A A (DL gas NHAD.

9.4.2. SEAFIE. SEFILRE Z & LT

(137)
Zo,p,I)= p, <Clo,pu,I) V
5w =g V
sl < 6w Vv
(w=JUMP A pf0] ¢ D(Ip)) Vv
(w=JUMPI A pg1]#0 A
Ks[0] € D(Ib)) V
(w = RETURNDATACOPYA
ps[1] + pg[2] > o) vV
sl = 6w + tw > 1024V (=L AW (w, p))
Hrp
(138)

W(w,p) = w € {CREATE, SSTORE,
SELFDESTRUCT} V
LOGO < w Aw < LOG4 V
w € {CALL, CALLCODE} A p [2] # 0

LRGSR B HATHEAN 5 42 1R ES: gas A2 T
BHFRS (BRI AR & RESO. BHHZEANL., 52
JUMP/JUMPI [ BARTER. Frikr K/t 1024 50# 78
—ANESR A B R ERBSOIRS . TS S EIRE], X
RUEA AT — A8 41T DUEE B 3T Bk 75 15
1k

9.4.3. BREHINEIOUE. AV D REORFIW IEEE
AT I ARAD B 45 2 (7 AUk G Hu kil 4 & . FRA1TLL JUMPDEST
B2 P AL E SR E LB .

A X Lo B Ao B AR ZRAE A LR 2 B, TASAT BA
f& PUSH #RAERUHUE P ROALE s JF HX L 7 Bk 4 20
FE B E SCRARRD - G AN 2 T B o SR sToP 454
PR ER B AL ED -

X
(139) D(c) = Dy(c,0)

Hrpe
(140)

{} it 0> |c|
{1} U Dy(e, N (i, c[i]))

if c[i] = JUMPDEST
Dy(c, N (i, cli]))

RHEE N 2T MRS AN A E, HRE T
PUSH 84 M8 (AR 116 ):

DJ(C, Z)

otherwise
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(141)

i+ w — PUSHI + 2
N(i,w) = if w € [PUSH1, PUSH32]

i+ 1 otherwise

9.4.4. IEFEFIE. IEEFIERE H 2 X

(142)
Hrsrors(p) if  w € {RETURN, REVERT}
H(p,I)=q()  if w € {STOP,SELFDESTRUCT}
(] otherwise

TR G ZE A .

9.5. FATIEIA. M Ak HRAEFSIRHAM. UHERALZ 5|
77 AN s R bR, P B 5% B A 22850

(143) O((o,m, A1) = (o, A1)
(144) A = ay—0u
(145) sl = ol +A
(146)  Vz € o, [lpgll) s polz] = pgle — A

Hrh, gas SIRIEEAIELM gas HAEM N ANER, HER
T NHEB=AREILSE, T REHIEST S, BRIER,
FEF TR A SN X RBAEE — e T, KT
Pt FIAM AR 22—, AT LS AR R A -

(147)  p, = p,—C(o,p1)
Jyomp(p) i w=JUMP

(148)  pyp, = {JJUMPI(N) if w=JUMPI
N(pope,w) otherwise

E—RIGHT, BAVEENFE. BBRESHRERED

e e

(149) P = Hm

(150) mo= W

(151) A = A

(152) o = o

T, BARKIE IR &SRR BE P K AL
fsk H FHIH T8 2SI e R DUEAAREL o HAREL
5 FIX} gas R RIIEAIIA .

10. X B3I [X HegE

AU X R o 76 B A ) DX R rh AR i 27 1
MBI, N TR IOR, ME ERATEFER A ROR M
SRR, ST RRENBEKRNE. HIFRATRARE
BRAZ A — N B SR T R X B, S5 TR R
PR T BCAEE AT X DUAN B X . A,
BT 7 RS AIZYT TAR B AU, XM O A 1 Ey
M & H AT L.

ROk et 7 XEREAE, A DAOGE T X Bkt
REIIEC A e AT H B, XREETHRER — A XHAXT
TR B — AN A0S HE A T TR -

B FRATIE 3t e CXH B AR A -

(153) B B{ + B4
(154) B P(Bx)

XFEEXE B, B, REREME, B’ RHRXXE, By
NEE E SRR,
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11. XHER
XHER ML R A 4 AP
1) BHE (BEFZH A, HiE) ommer;
2) IGIE (ERAESZH R, WRE) 5
3) K¥ms
4) K5 (BAEFZH o, THEA 200D ARG FIX B nonce.

A~ S S

mer SkRURA X Bk, MR — N RBEF: ©0%auE
LEiX e N AL B ommer, N < 6. —PMXHERZH M
/N ommer ko XFf:

(155)  [Bull<2 A ¥V(U) A k(U, P(Bx)s, 6)
UeBy
Hr b Fox “RFER” Cis-kin”):
(156)
false if n=0
k(U ,H,n) =< s(U, H)
V k(U,P(H)mg,n—1) otherwise

s Ron “FERk” (“is-sibling™):
(157)
s(U,H) = (P(H)= P(U) A H£U A U ¢ B(H)u)

Horh, B(H) F1 P(H) 4 BIFERXEesk H Fist BIAIX Hfl
HALX Hh.

11.2. ZZ B IAE. 45581 gasUsed 415 51 NS 5y U sk
HARFF: XHHH gas SMEHE Bh,, BASXIPRE
— N BIAT IR B gas B

(158) Brg = L(R)«

11.3. 2R PR A T X 24T X P&
> ommer X3 beneficiary Hudi: K /7 balance MG,
FAE 20T X B beneficiary KM Ryoci: X T4
ommer X, FATFIMER & KXHEE, I H ommer
i’; beneficiary X5 X PSR B 5. XA, FRATE XK
#H Q:

(159)

Q(B,o) = o' :0' =0 except:
(160)0’'Brucls = oBudb+ (1 + HB;%H) Rblock
(161)Yueny, :

U] — {g ﬁaugp:@/\Rzo
a’ otherwise
(162) a' = (o[Ucdn,a[Ucb + R, a[Uds, o[Uclc)
(163) R = <1 + %(Ui = BHi)) Rblock

AR ommer FYFTXEL beneficiary HilibA #EE (R
P ommer A A beneficiary Hibkok# F— ommer
1) beneficiary #5277 X HAHED, Fo LK 2 R
T

FATE X B 3 LK
(164) Let  Rpjock = 3 x 10'®

11.4. ARZEF nonce iF. MERMNIATLLENEKE T 7T,
EXHR B WU B HAIIIRES
(165)
I(B) = Uokerplopc if P(Buy)=92
o : TRIE(Ls(o:)) = P(Br)H

,,,,, T

otherwise
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XH, TRIE(Ls(o:)) f8HRES o BTN trie FIHRY
R A s BATMBRE 2 7 i S B2 FE XA B fR A7 7R S K
FPErh, N trie Z N ZEIELH, PrliX2
a7 BT 2T o

RJFEAE XA EL @, B — DA TN R
B BREFE| A E X B

(166) ®(B) = B': B'=DB" except:
9256
167 Po= : < -
n: I

(167) B
(168) B, m  with (z,m) = PoW(By, n, d)
(169) B~ B except: By = r(II'(B), B))

Hop d B—ANEMS T e X ETESE .

AR AP mr B XKL, TI RSk A, ©i&
FRAXERERE Q NS5 HRE T kE XA,

BIERTVEM N HIT I AEE, R[n).« Rn) A1 Rln], 2%
n MG HPIRSNRIL . HEMEH gas HFE Godlhrss 4
NTLER Rinly CEEHEIMES T XL T). FABE X
HF n ARE on], FTATHT AR R HIE S CONEET SR m
R GERIRS (BEX T X E—A3E SRk, X
HEIRTEIRES) SRBAT L HT3C 5 = AL i 45 BUIRES

I'(B)

olr] {T(a[n _ 1], Brln])

f£ Brln]u 1, AV KB TT 3R E LA 5+
METH— M5 gas HE (BERXKIPPE P
S, W 0) JEr R E:

if n<O0

(170) )
otherwise

0 if n<O0
(171)  Rin)l. = Y9(o[n — 1], Br[n])
+R[n — 1]u

ST Rinfy, B 5 A 258 5T B B XCRG rts
(172) R[n)i = T'(R[n — 1], Br[n])

BATHAZEBU T RE X Rln)se
(173) Rin|, = T?(o[n — 1], Br[n])

BE, BATE X T ARA TR IR O RgERE
— AN B AR (o) 2 ERIER A
(174) (o, B) = §}(B, (o))

2k, FEENXHSEGRLGE T T . BT T/EEIE
B (Proof-of-Work) #{ Pow L4t

11.5. #2 TAEEIEH. 27 LIEEIEH (PoW) i@id—4
222 41 nonce SKIEWAA T3R8 — S RAEHHIE n, B
AT T —EERNTHE . BAMERTE, HE R e w L
FE CH PO A B AR AE T ) DA K S wfi B 1 AT 435 FEE A a0 SR 7
RIXERBER 22 4. SRTT, RAE BB X B 45 31 HL B 1
WPl BT BA AR 20 B AN 78 AR SR A X B A g 1 3
SRR 2B AR T, RIS R — AN 28 0 B LA

HFLALJRRE, TAESIEHREERNEENER: &
e, EMNAZRARERIE 2 N2 . JHR R E SRR 14
CE R R A B G O e S S I S VA% 52 b o N
STCAE YR A BE TR, AT At 57 35 s g A AT AT A BAK
FUHRRI LR, S8 RS LR T .

B, MAZAREFSRSBRL R, THEEE -
REVIGREE &M T B, — M EEREREREEL,
RIS 51 R WX 20 5 77, FE RVF I3RS B &t 1)
B4R (Rt SRS 2 A ), X i & 591 &I
e,

EeA% Mt i rp — ANk A ASIC. A — Lt B iE AV AY
RN T M— AR IMES T AELE (Smith [1997]) . 1E LLF
M, XMMESFLR SHA256 W57 k3 (Courtois et al.

otherwise
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[2014]) . 24 ASIC I8 T LAE SR B AFERS, BT A
W H RSB R fER . Bk, —ANArHPt ASIC 1) TAE&IE
BB (Al R M DATE % AR BT, B TE + AR 3R
ATBFIEARIED AT DA IS b B4R

ASIC HUEMBIHERANTTI: R EILE R NE
W3 (memory-hard) [inl @R~ 455, B, Wit—A5F

purpose); —AAE B K eI MEE, W
P32 ABL T 388 ) 2 TR T ALK A R 1 T DASE &k Pt
LAY 1.0, BATEBETHE AN,

IR, TAERIERRET LI pow Kor:
(175)

m=Hy

256
NS
Hr Hy & XEHk, HAE4 nonce Al mixHash;
Hy X HSLI nonce; d 2&— it 5 mixHash Fr i Z 1)
KEARES: Ha RFHXIMAEREY (HEEE 10 =K
XERAESE ). PoW & TAERIEA RS, w LR — N, =
HFEE—ANIEE S mixHash, AN TCREHEBHKBT H
i d FIONBENLE . X ANFRIRRERCA Ethash, H57E N X

M.

with  (m,n) = PoW(Hyg, Hu,d)

11.5.1. Ethash. Ethash /& LLKRY; 1.0 ) PoW Hik. &
& Dagger-Hashimoto [M#THA, H Buterin [2013b] Al
Dryja [2014] &t . BN E G EE IR 2 REEEE 2015
£2 A8 5 H 4 HEWFIA (Jentzsch [2015)) sk T,
Fr AP X AR B S AR R EE . XA B Ak
LT

PATE I X Sk B 305 2 RN XA 3 —
ANFIF-o ARHEFD T FATRT DAF B — DR ANN Teacheinit
FABENL cache. 2B IR 171X cache. HR#fE cache,
BATH LA B — I8 KA Taatasetinie T 1 I EIEEE,
2 o BN 2% HAUKH T cache HEI—/NiB3 %% H . 4
TR i AT LR A B A B SR e Bl I R 2
K.

FEA TN 2 A A AR rh A R B AL AT 23 A AT — 2 e A
Al LVRYE cache AN AR G0 UE BT 75 BUEE 43, IX A5t vT DU
D N AETERIRE, FTUOR T ERAIER YR, A FRELRAF cache
B LI TAER R R XN e 5, MARSEE. UL
$E R IS EE L P AR S W3R J.

12. LAY

AR A AN &L RNSTRESFHA, 4
HREIEHYS (data feeds) FIFENIEL (random numbers).

12.1. Ffa ey, — MRS S LRMBBEIRS: R
PFOMBRIE BN URY RGN UIKRY REASRIEZ
MG SRR R, X A LEE (SR
BIELD RS, MTHREREX T R B e R 55 45
TE2MEES

HHEKMEA BT DU NG, A5 E —H
SRR, AT RALR] R — 2y AR S5 SR AL ROE 2. — MBI T
AR AL IR . KA DN ELRED, R
[l RAFAEAAAE T 0 — 2800 0K, Pl X L8 L nif
i B IEm R, SRS XA 5 = A Ab
PRI I 25 28 KIS AT UKRYI 19 1, R B — AR Xk, G —A4
VAN 5y ROEEIEY), IRJE B il P e . AR R
A B2 A IR 55 5 OB R AR Bl BT -

12.2. BEHLEL. FEIRFE— AN A% 5 E PE ) R GE 3R AL BE AL
ey, BRRE—DAFRESKILES . SR BATAT BUA £
A2 5y W 3 AN T R B SR A s O BE AL B B dn DX (s A
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fH. XEFIrEIER. XERA beneficiary Hihit, N 7%=

IL 256 S XBE S AR AR A D BENLE. R EZ5RAG 2 A
IXFEROBAE, T LA N b — ] R 1 B 0T 45 SRR A o

13. KkIT M

ARA, DRAS B R AN -4 ) ZOR YRS BT Z T trie
k. R B i — 2 R A KB, IR mA EFH
LENEHT I EA R E R S B AR, B
f— N1 R R A T DA SR VR R E B X BRI E F, e
ATTRT UAR SR O AE X B b BB AR RCR S s B 7% B Bkt
FOPBRIRME—A LR,

DX B A I AT DU SR> 15 DR 4719 s B2 T R % i
W TR AR . AR (BYFRE 10000 X HD
F10 DX R AR 5 ) ) s 0 A A T DAAE 1T R 2% R i3, EATTRT

AN e — i i i 1) X R b B AR T

%, VAT DASEE X B I e R — e E X
WA BATARAT R 1% /B RAE 2 RPIR AT ST DA £ 57, L
MR PR AR M AR (Ether-leakage) FEIf/NIR 2 B
FERE K,

13.1. "y Rk, W R — AN KR RS . X —
AHEFE R IIR S R 4 ek 2, U070 AT 32 5 46 M LU A
TrTG Z I HNE . TIRMERIE, RGBS METEEIA A
EREE, BT rHarErsgmn, BeEmmEnss
AT AL, MZE T M ARG A W E A R
o SR, Oy —LLiE AR 1SS AT DAURRIT A BT i g
PERI L

— LI R IR G A BVF AT DUSE B AT (52 5 & A
XERFgaE, L@l &I MR EREERI EXH, Bl
WA G EH E GBI TAERUEND MYZE 5 &Rk
XY, AT AT DL A — A I S B R AT X
P, $ B R BRI 5 A I X B b S ok s B

BJE, WERFEIER TR R R 2B AR, A
XA VF AT PASR A —Fh fo VPR AR BAE B E R ZORE 1 5
T

14. 45t

T and. WHeIFIERGE LT LRSI il @i
AR, B AT AR LUK S5 M 2% b Sl — N5 s F I
KK, BA—NEROURZ 2R UERIERG P —
o B AR HR, AR LIEIF A BT
HRR

15. Mg

B 5 & Aeron Buchanan 48’5 Homestead 1511 i,
Christoph Jentzsch #%’5 Ethash 5y%k, DA Yoichi Hirai
7 EIP-150 MK ZH1E. ARG KA L X $
MR 22 FL A B 03 93X 3 SRS SR it T EE WAL A
A IEFEE, BF5 Gustav Simonsson, Pawel Bylica,
Jutta Steiner, Nick Savers, Viktor Tron, Marko Simovic,
Giacomo Tazzari, X4%R, & Vitalik Buterin.

16. SCAYFREL

AL S SC YR SCAF 4E 97 fE https://github. com/
ethereum/yellowpaper, —4H 34 KT PDF {455
N https://ethereum.github.io/yellowpaper/paper.
pdf o

A SC P SCUR SC R 4E 97 7E https://github. com/
yuange1024/ethereum_yellowpaper, — I H 3l 4 A 1
3 PDF CHFEEE: A https://github.com/yuange1024/


https://github.com/ethereum/yellowpaper
https://github.com/ethereum/yellowpaper
https://ethereum.github.io/yellowpaper/paper.pdf
https://ethereum.github.io/yellowpaper/paper.pdf
https://github.com/yuange1024/ethereum_yellowpaper
https://github.com/yuange1024/ethereum_yellowpaper
https://github.com/yuange1024/ethereum_yellowpaper/blob/master/ethereum_yellow_paper_cn.pdf
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ethereum_yellowpaper/blob/master/ethereum_yellow_
paper_cn.pdf .

REFERENCES

Pierre Arnaud, Mathieu Schroeter, and Sam Le Bar-
bare. Electrum, 2017. URL https://www.npmjs.com/
package/electrum.

Jacob Aron. BitCoin software finds new life.
New  Scientist,  213(2847):20,  2012. URL
http://www.sciencedirect.com/science/article/
pii/sS0262407912601055

Adam Back. Hashcash - Amortizable Publicly Auditable
Cost-Functions, 2002.
org/papers/amortizable.pdf.

Guido Bertoni, Joan Daemen, Michaél Peeters, Gilles Van
Assche, and Ronny Van Keer. KECCAK, 2017. URL
https://keccak.team/keccak.html.

Roman Boutellier and Mareike Heinzen. Pirates, Pio-
neers, Innovators and Imitators. In Growth Through
Innovation, pages 85-96. Springer, 2014. URL https:
//www.springer.com/gb/book/9783319040158.

Vitalik Buterin. Ethereum: A Next-Generation Smart
Contract and Decentralized Application Platform,
2013a. URL https://github.com/ethereum/wiki/
wiki/White-Paper.

Vitalik Buterin. Dagger: A Memory-Hard to Compute,
Memory-Easy to Verify Scrypt Alternative, 2013b. URL
http://www.hashcash.org/papers/dagger .html.

Vitalik Buterin. EIP-2: Homestead hard-fork changes,
2015. URL https://github.com/ethereum/EIPs/
blob/master/EIPS/eip-2.md.

Vitalik Buterin. EIP-100: Change difficulty adjust-
ment to target mean block time including uncles,
April 2016. URL https://github.com/ethereum/EIPs/
blob/master/EIPS/eip-100.md.

Nicolas T. Courtois, Marek Grajek, and Rahul Naik.
Optimizing SHA256 in Bitcoin Mining, pages 131—
144. Springer Berlin Heidelberg, Berlin, Heidel-
berg, 2014. ISBN 978-3-662-44893-9. doi:  10.
1007/978-3-662-44893-9_12. URL https://doi.org/
10.1007/978-3-662-44893-9_12

B.A. Davey and H.A. Priestley. Introduction to lattices
and order. 2nd ed. Cambridge: Cambridge University
Press, 2nd ed. edition, 2002. ISBN 0-521-78451-4/pbk.

Thaddeus Dryja. Hashimoto: I/O bound proof of
work, 2014. URL http://diyhpl.us/~bryan/papers2/
bitcoin/meh/hashimoto.pdf.

Cynthia Dwork and Moni Naor. Pricing via pro-
cessing or combatting junk mail. In In 12th An-
nual International Cryptology Conference, pages 139-
147, 1992. URL http://www.wisdom.weizmann.ac.il/
~naor/PAPERS/pvp.pdf.

Phong Vo Glenn Fowler, Landon Curt Noll. Fowler-Noll-
Vo hash function, 1991. URL http://www.isthe.com/
chongo/tech/comp/fnv/index.html.

Nils Gura, Arun Patel, Arvinderpal Wander, Hans Eberle,
and Sheueling Chang Shantz. Comparing elliptic curve

URL http://www.hashcash.

FEEERA f72032b - 2018-05-04 13

cryptography and RSA on 8-bit CPUs. In Cryptographic
Hardware and Embedded Systems-CHES 2004, pages
119-132. Springer, 2004. URL https://www.iacr.org/
archive/ches2004/31560117/31560117 . pdf.

Christoph Jentzsch. Commit date for ethash, 2015. URL
https://github.com/ethereum/yellowpaper/commit/
T7aB8cf2428ce245bf6e2c39c5e652bab8a278666#
commitcomment-24644869.

Don Johnson, Alfred Menezes, and Scott Vanstone.
The Elliptic Curve Digital Signature Algorithm
(ECDSA), 2001. URL https://web.archive.org/web/
20170921160141/http://cs.ucsb.edu/~koc/ccs130h/
notes/ecdsa-cert.pdf. Accessed 21 September 2017,
but the original link was inaccessible on 19 October
2017. Refer to section 6.2 for ECDSAPUBKEY, and
section 7 for ECDSASIGN and ECDSARECOVER.

Sergio Demian Lerner. Strict Memory Hard Hashing Func-
tions, 2014. URL http://www.hashcash.org/papers/
memohash.pdf.

Mark Miller. The Future of Law. In pa-
per delivered at the Extro 8 Conference (August
9), 1997. URL https://drive.google.com/file/d/
OBwOVXJKBgYPMS0J2VGIyWWlocms/edit?usp=sharing.

Satoshi Nakamoto. Bitcoin: A peer-to-peer electronic cash
system, 2008. URL http://www.bitcoin.org/bitcoin.
pdf.

Meni Rosenfeld, Yoni Assia, Vitalik Buterin, m li-

orhakiLior, Oded Leiba, Assaf Shomer, and Eli-
ran Zach. Colored Coins Protocol Specification,
2012. URL https://github.com/Colored-Coins/

Colored-Coins-Protocol-Specification.

Afri Schoedon and Vitalik Buterin. EIP-649: Metropo-
lis difficulty bomb delay and block reward reduction,
June 2017. URL https://github.com/ethereum/EIPs/
blob/master/EIPS/eip-649.md.

Michael John Sebastian Smith. Application-Specific
Integrated Clircuits.  Addison-Wesley, 1997. ISBN
0201500221.

Yonatan Sompolinsky and Aviv Zohar. Accelerating bit-
coin’s transaction processing. fast money grows on trees,
not chains, 2013. URL https://eprint.iacr.org/
2013/881.

Simon Sprankel. Technical Basis of Digital Currencies,
2013. URL http://wuw.coderblog.de/wp-content/
uploads/technical-basis-of-digital-currencies.
pdf.

Nick Szabo. Formalizing and securing relation-
ships on public networks. First Monday, 2(9),
1997. URL http://firstmonday.org/ojs/index.php/
fm/article/view/548.

Vivek Vishnumurthy, Sangeeth Chandrakumar, and
Emin Giin Sirer. KARMA: A secure economic frame-
work for peer-to-peer resource sharing, 2003. URL
https://www.cs.cornell.edu/people/egs/papers/
karma.pdf.

J. R. Willett. MasterCoin Complete Specification, 2013.
URL https://github.com/mastercoin-MSC/spec.

APPENDIX A. TERMINOLOGY

External Actor: A person or other entity able to interface to an Ethereum node, but external to the world of
Ethereum. It can interact with Ethereum through depositing signed Transactions and inspecting the blockchain
and associated state. Has one (or more) intrinsic Accounts.
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Address: A 160-bit code used for identifying Accounts.

Account: Accounts have an intrinsic balance and transaction count maintained as part of the Ethereum state.
They also have some (possibly empty) EVM Code and a (possibly empty) Storage State associated with them.
Though homogenous, it makes sense to distinguish between two practical types of account: those with empty
associated EVM Code (thus the account balance is controlled, if at all, by some external entity) and those with
non-empty associated EVM Code (thus the account represents an Autonomous Object). Each Account has a
single Address that identifies it.

Transaction: A piece of data, signed by an External Actor. It represents either a Message or a new Autonomous
Object. Transactions are recorded into each block of the blockchain.

Autonomous Object: A notional object existent only within the hypothetical state of Ethereum. Has an intrinsic
address and thus an associated account; the account will have non-empty associated EVM Code. Incorporated
only as the Storage State of that account.

Storage State: The information particular to a given Account that is maintained between the times that the
Account’s associated EVM Code runs.

Message: Data (as a set of bytes) and Value (specified as Ether) that is passed between two Accounts, either
through the deterministic operation of an Autonomous Object or the cryptographically secure signature of the
Transaction.

Message Call: The act of passing a message from one Account to another. If the destination account is associated
with non-empty EVM Code, then the VM will be started with the state of said Object and the Message acted
upon. If the message sender is an Autonomous Object, then the Call passes any data returned from the VM
operation.

Gas: The fundamental network cost unit. Paid for exclusively by Ether (as of PoC-4), which is converted freely
to and from Gas as required. Gas does not exist outside of the internal Ethereum computation engine; its price
is set by the Transaction and miners are free to ignore Transactions whose Gas price is too low.

Contract: Informal term used to mean both a piece of EVM Code that may be associated with an Account or an
Autonomous Object.

Object: Synonym for Autonomous Object.

App: An end-user-visible application hosted in the Ethereum Browser.

Ethereum Browser: (aka Ethereum Reference Client) A cross-platform GUI of an interface similar to a simplified
browser (a la Chrome) that is able to host sandboxed applications whose backend is purely on the Ethereum
protocol.

Ethereum Virtual Machine: (aka EVM) The virtual machine that forms the key part of the execution model
for an Account’s associated EVM Code.

Ethereum Runtime Environment: (aka ERE) The environment which is provided to an Autonomous Object
executing in the EVM. Includes the EVM but also the structure of the world state on which the EVM relies for
certain I/O instructions including CALL & CREATE.

EVM Code: The bytecode that the EVM can natively execute. Used to formally specify the meaning and
ramifications of a message to an Account.

EVM Assembly: The human-readable form of EVM-code.

LLL: The Lisp-like Low-level Language, a human-writable language used for authoring simple contracts and general
low-level language toolkit for trans-compiling to.

APPENDIX B. RECURSIVE LENGTH PREFIX

This is a serialisation method for encoding arbitrarily structured binary data (byte arrays).
We define the set of possible structures T:

(176) T = LUB
(177) L {t:t = (0], £[1],...) A Vneyey t[n] € T}
(178) B = {b:b=(b0],b[l],...) A Voucp bln] € O}

Where O is the set of bytes. Thus B is the set of all sequences of bytes (otherwise known as byte-arrays, and a leaf if
imagined as a tree), L is the set of all tree-like (sub-)structures that are not a single leaf (a branch node if imagined as
a tree) and T is the set of all byte-arrays and such structural sequences.

We define the RLP function as RLP through two sub-functions, the first handling the instance when the value is a
byte array, the second when it is a sequence of further values:

{Rb (x) if xeB

179 RLP(x) =
(179) () Ri(x) otherwise

If the value to be serialised is a byte-array, the RLP serialisation takes one of three forms:

e If the byte-array contains solely a single byte and that single byte is less than 128, then the input is exactly
equal to the output.

e If the byte-array contains fewer than 56 bytes, then the output is equal to the input prefixed by the byte equal
to the length of the byte array plus 128.
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e Otherwise, the output is equal to the input prefixed by the minimal-length byte-array which when interpreted
as a big-endian integer is equal to the length of the input byte array, which is itself prefixed by the number of
bytes required to faithfully encode this length value plus 183.

Formally, we define Ry,:

x if ||x]| =1Ax[0] <128
(180) Ry(x) = (128 + ||x]) - x else if ||x| < 56
(183 + |IBE(||x[))||) - BE(||x[|) - x otherwise
n<|b|l
(181) BE(z) = (bo,b1,...):bo#OAD= Y by-256/°0717"
n=0
(182) (a) - (b,c)-(dye) = (a,b,c,d,e)

Thus BE is the function that expands a positive integer value to a big-endian byte array of minimal length and the
dot operator performs sequence concatenation.
If instead, the value to be serialised is a sequence of other items then the RLP serialisation takes one of two forms:

e If the concatenated serialisations of each contained item is less than 56 bytes in length, then the output is equal
to that concatenation prefixed by the byte equal to the length of this byte array plus 192.

e Otherwise, the output is equal to the concatenated serialisations prefixed by the minimal-length byte-array
which when interpreted as a big-endian integer is equal to the length of the concatenated serialisations byte
array, which is itself prefixed by the number of bytes required to faithfully encode this length value plus 247.

Thus we finish by formally defining R):

) S {(192 +sGOl)  5(x) it ()] < 56
(247 + HBE(HS(X)H)H) -BE(||s(x)]|) - s(x) otherwise
(184) s(x) = RLP(xo) - RLP(X1)...

If RLP is used to encode a scalar, defined only as a positive integer (N or any x for Ny), it must be specified as the
shortest byte array such that the big-endian interpretation of it is equal. Thus the RLP of some positive integer i is
defined as:

(185) RLP(% : ¢ € N) = RLP(BE(7))

When interpreting RLP data, if an expected fragment is decoded as a scalar and leading zeroes are found in the byte
sequence, clients are required to consider it non-canonical and treat it in the same manner as otherwise invalid RLP
data, dismissing it completely.

There is no specific canonical encoding format for signed or floating-point values.

APPENDIX C. HEX-PREFIX ENCODING

Hex-prefix encoding is an efficient method of encoding an arbitrary number of nibbles as a byte array. It is able to
store an additional flag which, when used in the context of the trie (the only context in which it is used), disambiguates
between node types.

It is defined as the function HP which maps from a sequence of nibbles (represented by the set Y) together with a
boolean value to a sequence of bytes (represented by the set B):

% _ (16f(¢), 16x[0] + x[1], 16x[2] + x[3], ...) if ||x|| is even
(1) HR(x,t):x €Y = {(16(f(t) + 1) + x[0], 16x[1] + x[2], 16x[3] + x[4],...) otherwise
2 if t#£0
(187) 1o = {O otherwise

Thus the high nibble of the first byte contains two flags; the lowest bit encoding the oddness of the length and the
second-lowest encoding the flag t. The low nibble of the first byte is zero in the case of an even number of nibbles and the
first nibble in the case of an odd number. All remaining nibbles (now an even number) fit properly into the remaining
bytes.

APPENDIX D. MODIFIED MERKLE PATRICIA TREE

The modified Merkle Patricia tree (trie) provides a persistent data structure to map between arbitrary-length binary
data (byte arrays). It is defined in terms of a mutable data structure to map between 256-bit binary fragments and
arbitrary-length binary data, typically implemented as a database. The core of the trie, and its sole requirement in terms
of the protocol specification is to provide a single value that identifies a given set of key-value pairs, which may be either
a 32-byte sequence or the empty byte sequence. It is left as an implementation consideration to store and maintain the
structure of the trie in a manner that allows effective and efficient realisation of the protocol.
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Formally, we assume the input value J, a set containing pairs of byte sequences:
(188) j:{(ko € B,vo 63)7(1{1 € B, vy EB),...}

When considering such a sequence, we use the common numeric subscript notation to refer to a tuple’s key or value,
thus:

(189) Viesl = (lo, I1)

Any series of bytes may also trivially be viewed as a series of nibbles, given an endian-specific notation; here we
assume big-endian. Thus:

(190) y(3) = {(ko€Y,vo€B), (ki €Y,vi €B),..}
. kn[i = 2] = 16| if ¢ is even

191 Vo VYia K[ = L

(191) ) ] {kn[Lz +2|] mod 16 otherwise

We define the function TRIE, which evaluates to the root of the trie that represents this set when encoded in this
structure:

(192) TRIE(J) = KEC(c(T,0))

We also assume a function n, the trie’s node cap function. When composing a node, we use RLP to encode the
structure. As a means of reducing storage complexity, for nodes whose composed RLP is fewer than 32 bytes, we store
the RLP directly; for those larger we assert prescience of the byte array whose Keccak hash evaluates to our reference.
Thus we define in terms of ¢, the node composition function:

0 it =0
(193) n(J,1) = < c¢(3,14) if ||e(3,9)| < 32
KEC(c(J,)) otherwise

In a manner similar to a radix tree, when the trie is traversed from root to leaf, one may build a single key-value
pair. The key is accumulated through the traversal, acquiring a single nibble from each branch node (just as with a
radix tree). Unlike a radix tree, in the case of multiple keys sharing the same prefix or in the case of a single key having
a unique suffix, two optimising nodes are provided. Thus while traversing, one may potentially acquire multiple nibbles
from each of the other two node types, extension and leaf. There are three kinds of nodes in the trie:

Leaf: A two-item structure whose first item corresponds to the nibbles in the key not already accounted for by the
accumulation of keys and branches traversed from the root. The hex-prefix encoding method is used and the
second parameter to the function is required to be true.

Extension: A two-item structure whose first item corresponds to a series of nibbles of size greater than one that
are shared by at least two distinct keys past the accumulation of the keys of nibbles and the keys of branches
as traversed from the root. The hex-prefix encoding method is used and the second parameter to the function
is required to be false.

Branch: A 17-item structure whose first sixteen items correspond to each of the sixteen possible nibble values for
the keys at this point in their traversal. The 17th item is used in the case of this being a terminator node and
thus a key being ended at this point in its traversal.

A branch is then only used when necessary; no branch nodes may exist that contain only a single non-zero entry. We
may formally define this structure with the structural composition function c:

(194)

RLp ( (8P (Iofi..(|| Io|| — 1)), true), )) if |3]=1 where3I:Ie3

RLP( (HP(Io[i..(j — 1)], false),n(J ]))) if i#j wherej=argmax,:3:|l|| =x:Vies: Io[0..(x —1)] =1
e(3,1) = { rep (u(O),u(l),,..,u(lf)),v)) otherwise where u(j) = n({I:I€3IALli]=j}i+1)

. {11 if Ar:IedA|h)=i

() otherwise

D.1. Trie Database. Thus no explicit assumptions are made concerning what data is stored and what is not, since
that is an implementation-specific consideration; we simply define the identity function mapping the key-value set J
to a 32-byte hash and assert that only a single such hash exists for any J, which though not strictly true is accurate
within acceptable precision given the Keccak hash’s collision resistance. In reality, a sensible implementation will not
fully recompute the trie root hash for each set.

A reasonable implementation will maintain a database of nodes determined from the computation of various tries
or, more formally, it will memoise the function c. This strategy uses the nature of the trie to both easily recall the
contents of any previous key-value set and to store multiple such sets in a very efficient manner. Due to the dependency
relationship, Merkle-proofs may be constructed with an O(log N) space requirement that can demonstrate a particular
leaf must exist within a trie of a given root hash.



VIR : — e 4 O ifid I 28 5 Ik A F LA £72032b - 2018-05-04 17

APPENDIX E. PRECOMPILED CONTRACTS

For each precompiled contract, we make use of a template function, Zprg, which implements the out-of-gas checking.

(2,0,A°%()) if g<g:

195 See(0,9,1,T) =
(195) pre (0, g ) {(0.79_9“14070) otherwise

The precompiled contracts each use these definitions and provide specifications for the o (the output data) and g,
the gas requirements.

We define Zgcrec as a precompiled contract for the elliptic curve digital signature algorithm (ECDSA) public key
recovery function (ecrecover). See Appendix F. for the definition of the function ECDSARECOVER. We also define d to be
the input data, well-defined for an infinite length by appending zeroes as required. In the case of an invalid signature
(ECDSARECOVER(h, v, T, s) = &), we return no output.

(196) Zrcrec = Spre Where:

(197) g = 3000

(198) o = {0 if ECD.SARECUVER(h7v7r7s):®
32 otherwise

(199) if |o|=32:

(200) 0[0.11] = 0

(201) 0[12..31] = KEC(ECDSARECOVER(h,v,7,s))[12..31] where:

(202) do..(Ts| =] = Ia

(203) d[|Ia]..] = (0,0,..)

(204) h = d[0.31]

(205) v = d[32..63]

(206) r = d[64..95]

(207) s = d[96..127]

We define Egunose and ZEgripiso as precompiled contracts implementing the SHA2-256 and RIPEMD-160 hash functions
respectively. Their gas usage is dependent on the input data size, a factor rounded up to the nearest number of words.

(208) Ssmazse = Cpre  Where:

_ |l
(209) g = 60412 [ = W
(210) 0[0..31] = SHA256(lq)
(211) Zripie0 = Zpre Where:

_ 14|
(212) g = 600+ 120[ - W
(213) 0[0.11] = 0
(214) 0[12..31] = RIPEMD160(Iq4)

For the purposes here, we assume we have well-defined standard cryptographic functions for RIPEMD-160 and SHA2-
256 of the form:

(215) SHA256(i € B) = o€ B3
(216) RIPEMD160(i € B) = o € Bao

The fourth contract, the identity function Z1p simply defines the output as the input:

(217) EID =] EPRE where:
(218) g = 15+3 [g—;"]
(219) o = Iy

The fifth contract performs arbitrary-precision exponentiation under modulo. Here, 0° is taken to be one, and z mod 0
is zero for all z. The first word in the input specifies the number of bytes that the first non-negative integer B occupies.
The second word in the input specifies the number of bytes that the second non-negative integer E occupies. The third
word in the input specifies the number of bytes that the third non-negative integer M occupies. These three words are
followed by B, E and M. The rest of the input is discarded. Whenever the input is too short, the missing bytes are
considered to be zero. The output is encoded big-endian into the same format as M’s.
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(220)  Eexemop

Zpre €xcept:

f(max(lrr,€p)) max({y,1)
221 P =
( ) < L unaddim’sor
z? if z < 64
z? .
2
H—J + 480z — 199680 otherwise
0 iflg <32ANE=0
(223) v |log,(E)| if g <32AE#0
e 8(le — 32) + [log,(¢[(96 + €B)..(127 + £B)])| if 32 < Lp Ai[(96 + £B)..(127 + ¢B)] # 0
8(g — 32) otherwise
(224) o = (BE mod M) € Na,,
(225) {p = 14[0..31]
(226) b = 1i[32..63]
(227) Iy = 1[64..95]
(228) B = i[96..(95+ ¢5)]
(229) E = 4[(96+¢B)..(95+ {B + {£)]
(230) M = i[(96+ ¢ +{E)..(95+ s +LE + {u)]
(231) ’L[CL‘] Id[m] ifx < |Id|
0 otherwise

E.1. zkSNARK Related Precompiled Contracts. We choose two numbers, both of which are prime.

(232) p = 21888242871839275222246405745257275088696311157297823662689037894645226208583
(233) q 21888242871839275222246405745257275088548364400416034343698204186575808495617

Since p is a prime number, {0,1,...,p — 1} forms a field with addition and multiplication modulo p. We call this field
Fp

We define a set Cy with
(234) Ci={(X,Y)e F, xF, | Y?=X?+3}U{(0,0)}
We define a binary operation 4+ on C; for distinct elements (X1, Y1), (X2, Y2) with

(X,Y) if Xi # Xo
235 X1,Y1) + (X2,Y2) =
(235) Bl ) > (00 %) {(0,0) otherwise
Y-V
A= XX
X = ¥-X1-Xo
Y AXi—-X)—1
In the case where (X1, Y1) = (X2, Y2), we define + on C; with
(X,Y) ifyi #0
236 X1,Y1) + (X2,Y2) =
(236) o)< (00 {(0,0) otherwise
N = 3X7
T2
X = N-2x;
Y = MXi—X)—-1
(C1,+) is known to form a group. We define scalar multiplication - with
(237) n-P=(0,00+P+---+P
—_——

n
for a natural number n and a point P in Cj.
We define P; to be a point (1,2) on Ci. Let G1 be the subgroup of (Ci,+) generated by Pi. Gi1 is known to be a
cyclic group of order ¢. For a point P in G1, we define logp, (P) to be the smallest natural number n satisfying n- P, = P.
logp, (P) is at most g — 1.
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Let F,2 be a field F,[i]/(i* + 1). We define a set Co with
(238) Co={(X,Y)€Fp x Fpe | Y =X +3(i+9)"'}U{(0,0)}

We define a binary operation + and scalar multiplication - with the same equations (235)7 (236) and (237) (C2,+) is
also known to be a group. We define P» in C with

(239) P, = (11559732032986387107991004021392285783925812861821192530917403151452391805634 X i
+10857046999023057135944570762232829481370756359578518086990519993285655852781,
4082367875863433681332203403145435568316851327593401208105741076214120093531 X ¢
+8495653923123431417604973247489272438418190587263600148770280649306958101930)

We define G2 to be the subgroup of (C2, +) generated by P». G2 is known to be the only cyclic group of order g on Cs.
For a point P in G2, we define logp, (P) be the smallest natural number n satisfying n - P, = P. With this definition,
logp, (P) is at most ¢ — 1.

Let G be the multiplicative abelian group underlying Fji12. It is known that a non-degenerate bilinear map e :
G1 X G2 — Gr exists. This bilinear map is a type three pairing. There are several such bilinear maps, it does not matter
which is chosen to be e. Let Pr = e(P1, P2), a be a set of k points in G1, and b be a set of k points in G2. It follows
from the definition of a pairing that the following are equivalent

(240) logp, (a1) X logp, (b1) + -+ - +logp, (ax) X logp, (by) = 1 mod g
k

(241) [[e(ai, ) = Pr
i=0

Thus the pairing operation provides a method to verify (240)
A 32 byte number x € P25 might and might not represent an element of Fj,.

x ifx<p
242 ) =
(242) »(%) {@ otherwise

A 64 byte data x € Bs12 might and might not represent an element of G .

g1 if g1 € Gy
243 1 =
(243) 1(x) {@ otherwise
f %) %)
(244) g = { farony#
otherwise
(245) x = 0p(x[0..31])
(246) = p(x[32..63])

A 128 byte data x € Bi1g24 might and might not represent an element of Ga.

g2 if g2 € G2

(247) 92(x) {@ otherwise

(248) o = {((woi—l—yo),(azli—i—yl)) ifog ANy #ATNT1 TNy £ D
1%} otherwise

(249) xo = 6p(x[0..31])

(250) Yo = 6p(x[32..63))

(251) 1 = 6p(x[64..95])

(252) y = 0p(x[96..127])

We define Esuarkv as a precompiled contract which checks if (240) holds, for intended use in zkSNARK verification.
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(253) Ssmarkv = Cpre  except:
(254) Esunai (0,9, 1) = (2,0,4°() if F
(255) F = ([Iamod192#£ 0V (3j. aj = &V b; = 2))
_ M4l
(256) ko= S
(257) g = 60000k + 40000
(258) 0[0.31] = 020000000000000000000000000000000000000000000000000000000000000001  if v A = F
B - 020000000000000000000000000000000000000000000000000000000000000000  if —v A = F
(259) v = (logp, (a1) x logp, (b1) + - -- +logp (ar) x logp, (by) =1 mod q)
(260) al = 61 (Id [O..63])
(261) b1 = (52(1(1 [64..191})
(262) ar = 5 (La[(|1a] — 192)..(|1a| — 129)])
(263) bk = 52(Id[(|ld| = 128)..(|Id| - 1)})

We define a precompiled contract for addition on Gj.

(264) Zpv_ap = ey _pre  except:
(265) Em_an(0,9,1) = (2,0,4°() fz=0Vy=0
(266) g = 500
(267) o = 6 '(zx+y) where + is the group operation in Gy
(268) = 6 ({a[0..63])
(269) = 6 (la[64..127))
(270) Tl = {Id[x] ifz < |kl
0 otherwise

We define a precompiled contract for scalar multiplication on G1, where I4 is defined in (270)

(271) Spy_mir = Zpre except:

(272) (o0, 1) = (2,0,4°%() ifz=02

(273) g = 40000

(274) = ;7 '(n-x) where - is the scalar multiplication in Gy
(275) = 14]0..31]

(276) z = 6 (1a[32..95])

APPENDIX F. SIGNING TRANSACTIONS

The method of signing transactions is similar to the ‘Electrum style signatures’ as defined by Arnaud et al. [2017],
heading “Managing styles with Radium” in the bullet point list. This method utilises the SECP-256k1 curve as described
by Courtois et al. [2014], and is implemented similarly to as described by Gura et al. [2004] on p. 9 of 15, para. 3.

It is assumed that the sender has a valid private key p., which is a randomly selected positive integer (represented as
a byte array of length 32 in big-endian form) in the range [1, secp256kin — 1].

We assume the existence of functions ECDSAPUBKEY, ECDSASIGN and ECDSARECOVER. These are formally defined in the
literature, e.g. by Johnson et al: [2001].

(277) ECDSAPUBKEY(pr e B32) = pu € Bea
(278) ECDSASIGN(S € Baa,pr € B32) ('U € Bi,r € B32,s € B32)
(279) ECDSARECOVER(e € B3z, v € Bi,7 € B3, s € B3ga) = pu € Bea

Where py is the public key, assumed to be a byte array of size 64 (formed from the concatenation of two positive
integers each < 22°%), p, is the private key, a byte array of size 32 (or a single positive integer in the aforementioned

is a 1 byte value specifying the parity and finiteness of the coordinates of the curve point for which r is the x-value; this
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value is in the range of [27,30], however we declare the upper two possibilities, representing infinite values, invalid. The
value 27 represents an even y value and 28 represents an odd y value. i
We declare that an ECDSA signature is invalid unless all the following conditions are true®:

(280) 0 < r < secp256kin

(281) 0 < s < secp256kin -2+ 1
(282) v € {27,28}

where:

(283) secp256kin = 115792089237316195423570985008687907852837564279074904382605163141518161494337

For a given private key, pr, the Ethereum address A(p:) (a 160-bit value) to which it corresponds is defined as the
right most 160-bits of the Keccak hash of the corresponding ECDSA public key:

(284) A(pr) = Bos..255 (KEC(ECDSAPUBKEY (p:)))
The message hash, h(T'), to be signed is the Keccak hash of the transaction. Two different flavors of signing schemes

are available. One operates without the latter three signature components, formally described as Ty, Ts and Ty. The
other operates on nine elements:

(285) Ls(T) = {(TanpaTg’TmTv,p) o ifve{.27,28}
(Tw, Ty, Tg, Ty, Ty, p, chain_id, (), ()) otherwise
where
_ Ty ifTy =0
P= {Td otherwise
(286) h(T) = KEC(Ls(T))

The signed transaction G(T, p;) is defined as:

(287) G(T,p:) =T except:
(288) (Tw, Ty, Ts) = ECDSASIGN(h(T), pr)

(289) T, =r
(290) T.=s

Tw is either the recovery identifier or ‘chain identifier doubled plus 35 or 36’ In the second case, where v is the chain
identifier doubled plus 35 or 36, the values 35 and 36 assume the role of the ‘recovery identifier’ by specifying the parity
of y, with the value 35 representing an even value and 36 representing an odd value.

We may then define the sender function S of the transaction as:

(291) S(T) Boe..255 (KEC(ECDSARECOVER(A(T), vo, T, Tt)))

T, if T\ € {27,28
(292) o = i 6_{ }
28 — (Tw mod 2) otherwise

The assertion that the sender of a signed transaction equals the address of the signer should be self-evident:

(293) VT : Vp: : S(G(T, pr)) = Alpr)

APPENDIX G. FEE SCHEDULE

The fee schedule G is a tuple of 31 scalar values corresponding to the relative costs, in gas, of a number of abstract
operations that a transaction may effect.
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Name Value Description™®

Giero 0 Nothing paid for operations of the set Wero.

Ghase 2 Amount of gas to pay for operations of the set Wyqse-

Guerylow 3 Amount of gas to pay for operations of the set Wyeryiow-

Glow 5 Amount of gas to pay for operations of the set Wiy, .

Gmid 8 Amount of gas to pay for operations of the set W,,;4.

Ghigh 10 Amount of gas to pay for operations of the set Whign.

Clestaie 700 Amount of gas to pay for operations of the set W icode-

Ghalance 400 Amount of gas to pay for a BALANCE operation.

Gsioad 200 Paid for a SLOAD operation.

G jumpdest 1 Paid for a JUMPDEST operation.

Gsset 20000 Paid for an SSTORE operation when the storage value is set to non-zero from zero.

Gsreset 5000 Paid for an SSTORE operation when the storage value’s zeroness remains unchanged or
is set to zero.

Rsciear 15000 Refund given (added into refund counter) when the storage value is set to zero from
non-zero.

Rseifdestruct 24000 Refund given (added into refund counter) for self-destructing an account.

Gselfdestruct 5000 Amount of gas to pay for a SELFDESTRUCT operation.

Gereate 32000 Paid for a CREATE operation.

G codedeposit 200 Paid per byte for a CREATE operation to succeed in placing code into state.

Geall 700 Paid for a CALL operation.

Geallvalue 9000 Paid for a non-zero value transfer as part of the CALL operation.

Gealistipend 2300 A stipend for the called contract subtracted from G aiivaiue for a non-zero value transfer.

(T~ 25000 Paid for a CALL or SELFDESTRUCT operation which creates an account.

Gexp 10 Partial payment for an EXP operation.

Gexpbyte 50 Partial payment when multiplied by [log,s4(exponent)]| for the EXP operation.

Cloemary 3 Paid for every additional word when expanding memory.

Gixcreate 32000 Paid by all contract-creating transactions after the Homestead transition.

Gtzdatazero 4 Paid for every zero byte of data or code for a transaction.

Coamstmponsere 68 Paid for every non-zero byte of data or code for a transaction.

Giransaction 21000 Paid for every transaction.

Giog 375 Partial payment for a LOG operation.

Glogdata 8 Paid for each byte in a LOG operation’s data.

Glogtopic 375 Paid for each topic of a LOG operation.

Gshas 30 Paid for each SHA3 operation.

G sha3word 6 Paid for each word (rounded up) for input data to a SHA3 operation.

Geopy 3 Partial payment for *COPY operations, multiplied by words copied, rounded up.

Ghbiockhash 20 Payment for BLOCKHASH operation.

Clrpadtiatonr 100 The quadratic coefficient of the input sizes of the exponentiation-over-modulo precompiled

contract.

APPENDIX H. VIRTUAL MACHINE SPECIFICATION

When interpreting 256-bit binary values as integers, the representation is big-endian.

When a 256-bit machine datum is converted to and from a 160-bit address or hash, the rightwards (low-order for BE)
20 bytes are used and the left most 12 are discarded or filled with zeroes, thus the integer values (when the bytes are
interpreted as big-endian) are equivalent.

H.1. Gas Cost. The general gas cost function, C, is defined as:
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(294)
Csstore(o, 1) if w = SSTORE
Gezp if w=EXPApul]=0
Gezp + Geapoyte X (14 [logogs(ps[1])]) if w =EXP A pg 1] >0
Goerytow + Geopy X [15[2] + 32] if w = CALLDATACOPY V
CODECOPY V RETURNDATACOPY
Gegteode + Geopy X [145[3] + 32] if w = EXTCODECOPY
Glog + Giogdata X pg[1] if w = LOGO
Glog + Giogdata X ps[1] + Giogtopic if w=LOG1
Glog + Giogdata X pg[1] + 2Giogtopic if w=L0G2
Glog + Giogdata X Mg[1] + 3Gliogtopic if w = LOG3
Glog ate Glogdata X NS[H ety 4Glogtopic if w=L0G4
Cearn(o, ) if w = CALLV CALLCODE V
DELEGATECALL
Clo,p,I) = Crmem (1)) — Cmem (1) + { Csprrpsstruct (o, @) if w = SELFDESTRUCT
Gereate if w = CREATE
Gsha3 + Gshasword[s[1] + 32] if w = SHA3
G jumpdest if w = JUMPDEST
Gsioad if w = SLOAD
Gero if we W.ero
Grase if  w € Whase
Goerylow if w e Wyerylow
Glow if w € Wiow
Gmid if w € Whid
Ghigh if w € Whigh
Gesteode if w € Wegtcode
Gralance if w = BALANCE
Ghlockhash if w= BLOCKHASH
(205) e {Ibmpc] i g < 1]
STOP  otherwise
where:
2
(296) Crmem (@) = Gmemory - a+ {;@J

with Coarr, Cserrprstruct and Csstore as specified in the appropriate section below. We define the following
subsets of instructions:

W.ero = {STOP, RETURN, REVERT}

Whease = {ADDRESS, ORIGIN, CALLER, CALLVALUE, CALLDATASIZE, CODESIZE, GASPRICE, COINBASE,

TIMESTAMP, NUMBER, DIFFICULTY, GASLIMIT, RETURNDATASIZE, POP, PC, MSIZE, GAS}

Waeryiow = {ADD, SUB, NOT, LT, GT, SLT, SGT, EQ, ISZERO, AND, OR, XOR, BYTE, CALLDATALOAD,

MLOAD, MSTORE, MSTORES, PUSH*, DUP*, SWAP*}

Wiow = {MUL, DIV, SDIV, MOD, SMOD, SIGNEXTEND}

Wmia = {ADDMOD, MULMOD, JUMP}

Whigh = {JUMPI}

Wezteode = {EXTCODESIZE}

Note the memory cost component, given as the product of Gmemory and the maximum of 0 & the ceiling of the number
of words in size that the memory must be over the current number of words, p; in order that all accesses reference valid
memory whether for read or write. Such accesses must be for non-zero number of bytes.

Referencing a zero length range (e.g. by attempting to pass it as the input range to a CALL) does not require memory
to be extended to the beginning of the range. p| is defined as this new maximum number of words of active memory;
special-cases are given where these two are not equal.

Note also that Cpem is the memory cost function (the expansion function being the difference between the cost before
and after). It is a polynomial, with the higher-order coefficient divided and floored, and thus linear up to 724B of memory
used, after which it costs substantially more.

While defining the instruction set, we defined the memory-expansion for range function, M, thus:
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s if 1=0

(297) M(s, f,1) = {max(s, [(f +1)=32]) otherwise

Another useful function is “all but one 64th” function L defined as:

(298) L(n)=n— |n/64]

H.2. Instruction Set. As previously specified in section 9, these definitions take place in the final context there. In
particular we assume O is the EVM state-progression function and define the terms pertaining to the next cycle’s state
(o', ') such that:

(299) O(o,u, A, I)= (o', ', A", I) with exceptions, as noted

Here given are the various exceptions to the state transition rules given in section 9 specified for each instruction,
together with the additional instruction-specific definitions of J and C. For each instruction, also specified is «, the
additional items placed on the stack and §, the items removed from stack, as defined in section 9.
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Os: Stop and Arithmetic Operations
All arithmetic is modulo 22°¢ unless otherwise noted. The zero-th power of zero 0° is defined to be one.

Value Mnemonic 6 «a Description
0x00 STOP 0 0 Halts execution.
0x01 ADD 2 1 Addition operation.
1[0 = ps[0] + pg[1]
0x02 MUL 2 1 Multiplication operation.
(0] = pg[0] X pag[1]
0x03 SUB 2 1 Subtraction operation.
4 [0] = pg[0] — prg[1]
0x04 DIV 2 1 Integer division operation.
w0 =4° o[l =0
g [0] =+ pg[1]]  otherwise
0x05 SDIV 2 1 Signed integer division operation (truncated).
0 if 1] =0
pgl0] = § —2%% if 0] = —22%° A pf1] = -1

sgn (kg [0] + pa[1]) [ [0] + po[1]]]  otherwise
Where all values are treated as two’s complement signed 256-bit integers.

Note the overflow semantic when —22°° is negated.
0x06 MOD 2 1 Modulo remainder operation.
(0] = 0 if p(l]=0
s s [0] mod pg[1]  otherwise
0x07 SMOD 2 1 Signed modulo remainder operation.
w0 =4° il =0
sgn (11, [0]) (|11, [0]] mod [z, [1])) ~otherwise
Where all values are treated as two’s complement signed 256-bit integers.
0x08 ADDMOD 3 1 Modulo addition operation.
w2 {0 i py[2) =0
° (pg[0] + pg[1]) mod g [2]  otherwise
All intermediate calculations of this operation are not subject to the 22°¢
modulo.
0x09 MULMOD 3 1 Modulo multiplication operation.
° (ps[0] x pg[1]) mod pg[2] otherwise
All intermediate calculations of this operation are not subject to the 22°¢
modulo.
0x0a EXP 2 1 Exponential operation.

pL[0] = pgf0]#s

0x0Ob SIGNEXTEND 2 1 Extend length of two’s complement signed integer.
1 if 1<t h t =256 — 8 0 1
Wemam:%m_{%Htll\ where (1a[0] + 1)

ps[l);  otherwise
pglx]i gives the ith bit (counting from zero) of pg[z]
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Value
0x10

Mnemonic

LT

10s: Comparison & Bitwise Logic Operations
Description
Less-than comparison.

1 if p 0] < pgll
= pal0] < 1]
0 otherwise

Ox11

GT

Greater-than comparison.

1 if p 0] > pg(l
E O =l
0 otherwise

0x12

SLT

Signed less-than comparison.

1if pg[0] < pg[l]

‘0] =
#s[0] 0 otherwise

Where all values are treated as two’s complement signed 256-bit integers.

0x13

SGT

Signed greater-than comparison.
Ut 0] > 1]

‘0] =
#s[0] 0 otherwise

Where all values are treated as two’s complement signed 256-bit integers.

0x14

EQ

Equality comparison.

1 if p 0] = pg(l
0] = (SR
0 otherwise

0x15

ISZERO

Simple not operator.

1 if p 0] =0
PIUE Y
0 otherwise

0x16

AND

Bitwise AND operation.
Vi € [0..255] : pL[0]i = pg[0]i A pg[1]i

0x17

OR

Bitwise OR operation.
Vi € [0..255] : pL[0]i = pg[0]i V pg[1]i

0x18

XOR

Bitwise XOR operation.
Vi € [0..255] : pl[0]i = pg[0); & pg[1li

0x19

NOT

Bitwise NOT operation.
1 if 0i =0
Vi € [0..255] : pl[0); = { it [0)

0 otherwise

Ox1la

BYTE

Retrieve single byte from word.
_ JusWespon i 7 <8Ap[0] <32
o otherwise

For the Nth byte, we count from the left (i.e. N=0 would be the most significant
in big endian).

Vi € [0..255] : pL[0];

Value
0x20

Mnemonic

SHA3

20s: SHA3
Description

Compute Keccak-256 hash.
p,:s [0] = Keccak(fe,, [1s[0] - - .
pi = M (s, 1[0], pg[1])

26
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Value
0x30

Mnemonic

ADDRESS

30s: Environmental Information

«

Description

Get address of currently executing account.
pol0] = I

0x31

BALANCE

Get balance of the given account.

/ [O] _ U[Ms[ol]b if O'[IJ,S[O] mod 2160] # >
e 0 otherwise

0x32

ORIGIN

Get execution origination address.

pel0] = Lo

This is the sender of original transaction; it is never an account with
non-empty associated code.

0x33

CALLER

Get caller address.

pol0] = I

This is the address of the account that is directly responsible for
this execution.

0x34

CALLVALUE

Get deposited value by the instruction/transaction responsible for
this execution.
pol0] = I,

0x35

CALLDATALOAD

Get input data of current environment.

p[0] = Tal 0] (1,[0] +3D)] with Iafe] =0 if > L]
This pertains to the input data passed with the message call
instruction or transaction.

0x36

CALLDATASIZE

Get size of input data in current

environment.

pi[0] = Ll

This pertains to the input data passed with the message call
instruction or transaction.

0x37

CALLDATACOPY

Copy input data in current environment to memory.
la[pg[1] +i] if pg1]+i <l

Vie{o"‘“5[2]71}u;l [s[0] +2] = otherwise

-
2206

The additions in p,[1] + i are not subject to the modulo.

i = M (i, 0], g [2])
This pertains to the input data passed with the message call instruction
or transaction.

0x38

CODESIZE

Get size of code running in current environment.
pe[0] = |1 |

0x39

CODECOPY

Copy code running in current environment to memory.

: To[pg[1] +d] if  pg[1] 44 < || Zo]]
Y, _ ! 0] +1] = S s
€00 2)-1) Him (0] 1 STOP otherwise

pi = M (i, s 0], s [2])
The additions in g [1] + 4 are not subject to the 2%°¢ modulo.

0x3a

GASPRICE

Get price of gas in current environment.

pal0] = I
This is gas price specified by the originating transaction.

0x3b

EXTCODESIZE

Get size of an account’s code.
psl0] = [lo[ps[0] mod 2|

0x3c

EXTCODECOPY

Copy an account’s code to memory.
clps[2] + 1]
STOP

. if pf2]+4 < cl|
ViE{O”‘“S[S]fl}H;ﬂ sl +1] = otherzvise

where ¢ = o[, [0] mod 2],

wi = M(p;, pg[1], po[3]) ,
The additions in p_[2] + i are not subject to the 2%°¢ modulo.

0x3d

RETURNDATASIZE

Get size of output data from the previous call from the current
environment.

1[0] = [l |

0x3e

RETURNDATACOPY

Copy output data from the previous call to memory.

2 olpg[l] ] if 1] 40 < ol
Vie{0.. g 2]~1} Fin [Hs[0] + 6] = {0 s

The additions in g [1] + 4 are not subject to the 2%°¢ modulo.
u’: = M(I"’ﬂ “5[0]7 “5[2])
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40s: Block Information

Value Mnemonic 6 «a Description
0x40 BLOCKHASH 1 1 Get the hash of one of the 256 most recent complete blocks.
ps[0] = P(In,, p15[0],0)
where P is the hash of a block of a particular number, up to a maximum
age. 0 is left on the stack if the looked for block number is greater than
the current block number or more than 256 blocks behind the current block.
0 if n>HiVa=256Vh=0
P(h,n,a) =< h if n=H;
P(Hp,n,a+1) otherwise
and we assert the header H can be determined from its hash h unless as its hash is the parent
h is zero.
0x41 COINBASE 0 1 Get the block’s beneficiary address.
/J'/s [0] = In.
0x42 TIMESTAMP 0 1 Get the block’s timestamp.
/J'/s [0] = Ins
0x43 NUMBER 0 1 Get the block’s number.
pol0] = In;
0x44 DIFFICULTY 0 1 Get the block’s difficulty.
pil0] = Ina
0x45 GASLIMIT 0 1 Get the block’s gas limit.

pol0] = I
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Value
0x50

Mnemonic

POP

50s:

0

Stack, Memory, Storage and Flow Operations

(0%

Description

Remove item from stack.

0x51

MLOAD

Load word from memory.

15 [0] = P 125 [0] - . (41 [0] + 31)]

] = max(py, [ (1,[0] + 32) + 32])

The addition in the calculation of y is not subject to the 2256 modulo.

0x52

MSTORE

Save word to memory.
Poon [145[0] - - (11[0] + 31)] = pu,[1]
il = max(p,, [(1,[0] + 32) + 321)

The addition in the calculation of u] is not subject to the 2256

modulo.

0x53

MSTORES

Save byte to memory.
o1, [0]] = (12 [1] mod 256)
] = max(p, [(11,10] + 1) = 321)

The addition in the calculation of u! is not subject to the 225

modulo.

0x54

SLOAD

Load word from storage.
1[0] = o[La]s[1,[0]]

0x55

SSTORE

Save word to storage.

o' [La]s[ps[0]] = pg[1]

Gsset if pfl]#0 A o[la)s[ps[0]] =0
Gsreset Otherwise

Rsciear if p[1] =0 A o[L]s[pg[0]] # 0

0 otherwise

Csstore(o, p) =

A;:ATJr{

0x56

JUMP

Alter the program counter.

Jyome (1) = pg[0] ,
This has the effect of writing said value to p,.. See section 9.

0x57

JUMPI

Conditionally alter the program counter.

w0 1] £0
J =
umpr (1) {l‘l'pc + 1 otherwise

This has the effect of writing said value to .. See section 9

0x58

PC

Get the value of the program counter prior to the increment
corresponding to this instruction.

pg[0] = p

0x59

MSIZE

Get the size of active memory in bytes.
uL[0] = 320,

Oxba

GAS

Get the amount of available gas, including the corresponding reduction
for the cost of this instruction.

pil0] = py

0x5b

JUMPDEST

Mark a valid destination for jumps.
This operation has no effect on machine state during execution.

29
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60s & 70s: Push Operations

Value Mnemonic ¢ o« Description
0x60 PUSH1 0 Place 1 byte item on stack.
pil0] = c(pye +1)
I if I
where c¢(z) = blz] it = <. o]
0 otherwise
The bytes are read in line from the program code’s bytes array.
The function ¢ ensures the bytes default to zero if they extend past the limits.
The byte is right-aligned (takes the lowest significant place in big endian).
0x61 PUSH2 0 1 Place 2-byte item on stack.
with ¢(x) = (¢(x0), ..., c(@|z—1)) With ¢ as defined as above.
The bytes are right-aligned (takes the lowest significant place in big endian).
0x7f PUSH32 0 1 Place 32-byte (full word) item on stack.
(0] = c((Bpe +1) .- (Bpe +32))
where c is defined as above.
The bytes are right-aligned (takes the lowest significant place in big endian).
80s: Duplication Operations
Value Mnemonic § « Description
0x80 DUP1 1 2 Duplicate 1st stack item.
ps[0] = pg[0]
0x81 DUP2 2 3 Duplicate 2nd stack item.
pol0] = pg[1]
0x8f DUP16 16 17 Duplicate 16th stack item.
ps[0] = g [15]
90s: Exchange Operations
Value Mnemonic § « Description
0x90 SWAP1 2 2 Exchange 1st and 2nd stack items.
0] = o1
psll] = ps[0]
0x91 SWAP2 3 3 Exchange 1st and 3rd stack items.
0] = o, [2
pil2] = pe[0]
0x9f SWAP16 17 17 Exchange 1st and 17th stack items.

p[0] = pg[16]
pe[16] = pg[0]
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a0s: Logging Operations

For all logging operations, the state change is to append an additional log entry on to the substate’s log series:

A lAi = Al : (Iavt7 Nm[l"'s[o] ce (I‘LS[O] + ""s[l] - 1)])
and to update the memory consumption counter:

B = M (s, p[0], 2 [1])
The entry’s topic series, t, differs accordingly:

Value Mnemonic ¢ «o Description

0xa0 LOGO 2 0 Append log record with no topics.
t=()

Oxal LOG1 3 0 Append log record with one topic.
t = (p,[2])

Oxad LOG4 6 0 Append log record with four topics.

t = (1s[2], ps[3], ps[4], ps[5])
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Value Mnemonic

fOs: System operations

6 «a Description

0xf0 CREATE 3 1 Create a new account with associated code.
1= pn g [1] - (s [1] + ps[2] — 1)]
A(O'*, Ia, Lo, L(I’Lg)’ Iy, /’Ls[OL il +1, IW) if MS[O} < U[Ia]b
(', ug, AT 0) = A Te <1024
(U, I @) otherwise
o* =0 except 0" [Li]n =0[la]n+1
A" = AU AT which abbreviates: A, = A;UAT A A=A - Al+ A
AL = A UAF AN AL = A+ AT
pel0] =z
where x = 0 if the code execution for this operation failed due to an
exceptional halting (or for a REVERT) o' = @, or I. = 1024
(the maximum call depth limit is reached) or pu [0] > o[l.]s (balance of the caller
is too low to fulfil the value transfer); and otherwise © = A(Ia, o[l.]n), the
address of the newly created account.
i = M (g, pg[1], pg[2])
o = ()
Thus the operand order is: value, input offset, input size.
0xfl CALL 7 1 Message-call into an account.
1= pn (3] (53] + ps[4] — 1]
@(O’,Ia,lo,t,t, CCALLGAS(M)7 if [LS[Q] < O'[Ia]b N
(0/,g',AT,0) = I, (2], o241, Lo + 1, Iy) I. < 1024
(0,9,2,()) otherwise
i = w5, o)
Hn[1[5] - - (p[5] + 7 = 1)} = 0[0... (n — 1)]
o =0
By = py + 9
T
A =AUAT
t = p[1] mod 2%
where x = 0 if the code execution for this operation failed due to an
exceptional halting (or for a REVERT) ¢’ = @ or if
s[2] > o[l.]b (not enough funds) or I = 1024 (call depth limit reached); z =1
otherwise.
pi = M (M (i, s [3], 125 [4]), 11 [5], 5 [6])
Thus the operand order is: gas, to, value, in offset, in size, out offset, out size.
CcaLL (0', IL) = Ccascar (0'7 IJ») iy CEXTRA(O', N)
Clorrrans(o i) = Caascar (0, ) + Geatistipena  if  pg [2] #0
Caascar (o, 1) otherwise
_ {min{L(u — Coxrna(0, 1)), e[0]} i g > Coxrna(o, )
Ccascap (477 li) = 8 B .
1[0 otherwise
CexTrA (0'7 IL) = Gean + CXFER(M) + CNEW(Ua ,u)
_ Gcallvalue if IJ'S[Q] # 0
Chsml) = {() otherwise
Crmw (0, 1) = {Gnewaccoum if DEAP(O’, pe[l] mod 2160) A pgl2] # 0
0 otherwise
0xf2 CALLCODE 7 1 Message-call into this account with an alternative account’s code.
Exactly equivalent to CALL except:
(0", In, Io, Ia,t,Ccarrcas(p), if 2] <olp A
(0',¢g',AT,0) = Ip, po[2], (2], 4, Ie + 1, Iy) I < 1024
(,9,9,() otherwise
Note the change in the fourth parameter to the call © from the 2nd stack value
ps[1] (as in CALL) to the present address I,. This means that the recipient is in
fact the same account as at present, simply that the code is overwritten.
0xf3 RETURN 2 0 Halt execution returning output data.

Hrprurs (1) = B [Bs[0] - - - (15]0] + pg[1] — 1)]
This has the effect of halting the execution at this point with output defined.

See section 9.
I_,Li = M(l—tiv "LS[O]’ I‘Ls[l})
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0xf4 DELEGATECALL 6 1 Message-call into this account with an alternative account’s code, but
persisting the current values for sender and value.
Compared with CALL, DELEGATECALL takes one fewer arguments. The
omitted argument is p [2]. As a result, pg[3], pg[4], pug[5] and p 6] in the
definition of CALL should respectively be replaced with p[2], ps[3], pg[4] and
ps[5]. Otherwise it is equivalent to CALL except:
0@, by Lo, In, 2, if I, < oLy A
(0., A*,0) = n[0], I, 0, Iy, i, I + 1, I)
I, < 1024
(,9,2,() otherwise
Note the changes (in addition to that of the fourth parameter) to the second
and ninth parameters to the call ©.
This means that the recipient is in fact the same account as at present, simply
that the code is overwritten and the context is almost entirely identical.
Oxfa STATICCALL 6 1 Static message-call into an account.
Exactly equivalent to CALL except:
The argument p[2] is replaced with 0.
The deeper argument p,[3], pg[4], pg[5] and p 6] are respectively replaced
with g [2], pg[3], pgl4] and pg[5].
The last argument of © is L.
Oxfd REVERT 2 0 Halt execution reverting state changes but returning data and remaining gas.
The effect of this operation is described in (13L).
For the gas calculation, we use the memory expansion function,
i = M (s, 1 [0], ps[1])
Oxfe INVALID @ @ Designated invalid instruction.
Oxff SELFDESTRUCT 1 0 Halt execution and register account for later deletion.

AL = AsU{L}

@ ifolrl=9 A o[la]b =0
o'lr] = { (o[r]n, olr]s + o[L]b, or]s, ofr]c) if r# Ia

(o[r]a, 0, 0(r]s, olr]c) otherwise

where 7 = p_[0] mod 2'6°

O'/[Ia]b =0
Gnewaccount lf n

Cserrpestruct (0, ) = Gelfdestruct + .
0 otherwise

n = DEAD(o, p1,[0] mod 2'%°) A o[L], # 0

APPENDIX I. GENESIS BLOCK

The genesis block is 15 items, and is specified thus:

(300)

((0256, KEC(RLP(())), O160, state Root, 0,0, 02048, 2'7, 0,0, 3141592, time, 0, 0256, KEC((42))), (), ()

Where 0256 refers to the parent hash, a 256-bit hash which is all zeroes; 0160 refers to the beneficiary address, a 160-bit
hash which is all zeroes; 02048 refers to the log bloom, 2048-bit of all zeros; 2'7 refers to the difficulty; the transaction
trie root, receipt trie root, gas used, block number and extradata are both 0, being equivalent to the empty byte array.
The sequences of both ommers and transactions are empty and represented by (). KEC((42)) refers to the Keccak hash
of a byte array of length one whose first and only byte is of value 42, used for the nonce. KEC (RLP(())) value refers to
the hash of the ommer list in RLP, both empty lists.

The proof-of-concept series include a development premine, making the state root hash some value state Root. Also
time will be set to the initial timestamp of the genesis block. The latest documentation should be consulted for those

values.

APPENDIX J. ETHASH

J.1. Definitions. We employ the following definitions:



VIR : — e 4 O ifid I 28 5 Ik A F LA £72032b - 2018-05-04 34

Name Value Description

Jherelptics 4 Bytes in word.

Jdatasetinit 230 Bytes in dataset at genesis.
Jdatasetgrowth s Dataset growth per epoch.

Jeacheinit 224 Bytes in cache at genesis.

Jenahemgromih O Cache growth per epoch.

e 30000 Blocks per epoch.

Jhrndeliptios 128  mix length in bytes.

Jhashbytes 64 Hash length in bytes.

Jheremte 256  Number of parents of each dataset element.
Jfenalberemds 3 Number of rounds in cache production.
Jhaeases 64 Number of accesses in hashimoto loop.

J.2. Size of dataset and cache. The size for Ethash’s cache ¢ € B and dataset d € B depend on the epoch, which in
turn depends on the block number.

(301) Eepoch(Hi)z{ Hi J

Jcpoch

The size of the dataset growth by Jiatasetgrowtn bytes, and the size of the cache by Jeachegrowtn bytes, every epoch. In
order to avoid regularity leading to cyclic behavior, the size must be a prime number. Therefore the size is reduced by
a multiple of Jmigbytes, for the dataset, and Jnashbytes for the cache. Let dsize = ||d|| be the size of the dataset. Which
is calculated using

(302) dsize = prime(Jdatasetinit + Jdatasetgrowth . Eepoch - Jmia:byteS7 Jmiacbytes)

The size of the cache, csize, is calculated using

(303) Csize =— prime(Jcacheinit + Jcacheg'rowth : Eepoch - Jhashbytes» Jhashbytes)

x if z/yeP
Eprime (J; = e Y, y) otherwise

(304) Eprime(7,y) = {

J.3. Dataset generation. In order to generate the dataset we need the cache ¢, which is an array of bytes. It depends
on the cache size csi.. and the seed hash s € Bss.

J.3.1. Seed hash. The seed hash is different for every epoch. For the first epoch it is the Keccak-256 hash of a series of
32 bytes of zeros. For every other epoch it is always the Keccak-256 hash of the previous seed hash:

(305) S = Cseedhash(Hi)

0 if Ee oc Hi =0
(306) Cseedhash(Hi) = 22 ' p. h( )
KEC(Cseedhash (Hi — Jepoch)) otherwise

With 032 being 32 bytes of zeros.

J.3.2. Cache. The cache production process involves using the seed hash to first sequentially filling up csie bytes of
memory, then performing Jeqcherounds passes of the RandMemoHash algorithm created by Lerner [2014]. The initial
cache ¢/, being an array of arrays of single bytes, will be constructed as follows.

We define the array c;, consisting of 64 single bytes, as the ith element of the initial cache:

KEC512 if 1=
(307) o () i i=0
KEC512(c;—1) otherwise
Therefore ¢’ can be defined as
(308) clij=ci ¥V i<n
(309) n= {7‘3 J

Jhashbytes

The cache is calculated by performing Jeacherounds rounds of the RandMemoHash algorithm to the initial cache ¢’:

(310) Cc = Ecacherounds (Cl7 Jcache'r‘ounds)
X if y=0
(311) ECachu‘ounds (xy y) = ERMH(X) lf y= 1

Ecacherounds (ERMH(X)7 Yy — 1) otherwise
Where a single round modifies each subset of the cache as follows:

(312) Erun(x) = (Erma(%,0), Ermn (X, 1), ..., Epmn(x,n — 1))
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(313)  Epmn(x,1) = KEC512(X'[(i — 1 +n) mod n] ® x'[x'[i][0] mod n])
with x'=x except X'[j] = Ermn(x,j) V j<i
J.3.3. Full dataset calculation. Essentially, we combine data from Jparents pseudorandomly selected cache nodes, and

hash that to compute the dataset. The entire dataset is then generated by a number of items, each Jhashbytes bytes in
size:
o 0 9 dsize
(314) d[’L] = Edumsetitem(c, Z) V i< |——
Jhashbytes

In order to calculate the single item we use an algorithm inspired by the FNV hash (Glenn Fowler [1991]) in some cases
as a non-associative substitute for XOR.

(315) Ernv(x,y) = (x - (0x01000193 @ y)) mod 2%
The single item of the dataset can now be calculated as:
(316) Edatasetitem ((:7 Z) S Eparents (C, 7:7 _17 @)

317 Eparents(c, 4, p, m) = .
(317) parents ( p,m) Enmiz(m,c,i,p+1) otherwise

{Eparents(cv ivp + 17 Emwc (m7 C, iyp + 1)) if p < Jparents —2
KEC512(c[i mod Csize] ® 1) if p=0

318 FEnmiz(m,c,i,p) = . .
(318) ( ) { Eenv (m, c[Eexv (i ® p,m[p mod [ Jnashbytes/ Jworavytes|]) mod csize]) otherwise

J.4. Proof-of-work function. Essentially, we maintain a “mix” Jmizbytes bDytes wide, and repeatedly sequentially fetch
Jmizbytes bytes from the full dataset and use the Frnv function to combine it with the mix. Jpizbytes bytes of sequential
access are used so that each round of the algorithm always fetches a full page from RAM, minimizing translation lookaside
buffer misses which ASICs would theoretically be able to avoid.

If the output of this algorithm is below the desired target, then the nonce is valid. Note that the extra application
of KEC at the end ensures that there exists an intermediate nonce which can be provided to prove that at least a small
amount of work was done; this quick outer PoW verification can be used for anti-DDoS purposes. It also serves to
provide statistical assurance that the result is an unbiased, 256 bit number.

The PoW-function returns an array with the compressed mix as its first item and the Keccak-256 hash of the
concatenation of the compressed mix with the seed hash as the second item:

(319)
PoW(Hwu, Hy,d) = {mc(KEC(RLP(Lx (Hw))), Hn,d),KEC(sh(KEC(RLP(Lr (Hn))), Hn) + m¢(KEC(RLP(Lu (Hgr))), Hn,d))}

With Hy being the hash of the header without the nonce. The compressed mix m. is obtained as follows:

Nmiz

(320) mC(h7 n, d) = Ecompress (Eaccesses (d7 Z Sh(h, l‘l), Sh(hy Il), _1)7 _4)
i=0
The seed hash being:
(321) sn(h,n) = KEC512(h + Ercyert(n))
Ercvert(n) returns the reverted bytes sequence of the nonce n:

(322) Erevert(n)[i] = n[[|n|| — ]

The number of replicated sequences in the mix is:

Jmi:c es
(323) Nomiz = {iJ
Jhashbytes
In order to add random dataset nodes to the mix, the Faccesses function is used:
Emiz atase d7 5 Dy ; f = Jaccesses - 2
(324) EaCCESSeS(d7 m7 S7 Z) = d ! t( m S Z) . . l Z .
Eaccesses(Emi:vdataset(d7 m,s, l), S, + 1) otherwise
(325) Emizdataset(d7 m,s, ’L) - EFNV (ma Enewdata(d7 m,s, 7’)
FErnewdata returns an array with n.,., elements:
(326)
N[ . . Jmixbytes dsize/Jhashbytes g 0
Erewdata(d, m,s,7)[j] = d[Fexv(i @ s[0], m[¢ mod A ]) mod — | s +4] V J<nmiz
wordbytes mix
The mix is compressed as follows:
(327)
m if ¢>|m| -8

Ecompress(m, i) =
P ( ) {Ecompress (EFNV(EFNV(EFNV(m[i =+ 4], m[’L + 5})7 m[Z =+ 6]), m['L + 7])7 7 + 8) Otherwise
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APPENDIX K. ANOMALIES ON THE MAIN NETWORK

K.1. Deletion of an Account Despite Out-of-gas. At block 2675119, in the transaction 0xcf416c536eclal9ed1fb89
edec7ffb3cf73aa413b3aa9b77d60edfd81a4296ba, an account at address 0x03 was called and an out-of-gas occurred during
the call. Against the equation (195), this added 0x03 in the set of touched addresses, and this transaction turned o[0203]

into 9.

APPENDIX L. LIST OF MATHEMATICAL SYMBOLS

Symbol Latex Command Description

\ \bigvee This is the least upper bound, supremum, or join of all elements operated on. Thus
it is the greatest element of such elements (Davey and Priestley [2002]).
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